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This research aimed to provide an assessment of cyber threats to the maritime cybersecurity system in
the Indonesian sea region. This research used the Analytic Hierarchy Process (AHP) and Technique for
Order Preference By Similiarity To Ideal Solution (TOPSIS). AHP – TOPSIS is used to provide weight
and comparison of threat values based on six maritime domain cyber threat criteria. Furthermore, cyber
threats were identified based on five levels of cyber threats. Based on the research results, Human
Factors (28.1%) were the most important criterion of the six evaluation components, followed by Man
in the middle attack (MITM) (17%), Malware (16.2%), Outdated systems (15.4%), Phishing (15 %),
and Thief of credentials (8.4%). The results of the evaluation of the threat level, Economics Fraud
occupied the highest threat value of 0.628 with the Cyber Sabotage level category (Level 4). There were
three threats included in the Cyber Incursion level (Level 3), including Value of cargo, Manipulation of
signals used by ships, and IT-systems. Furthermore, six threats fell into the Cyber Theft category (Level
2), including Firewalls, Espionage on maritime operations, State-level threats, Misuse of AIS and data
positioning, Insider threats, Computer Installations.
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1. Introduction.

There is a long history of maritime operations and aware-
ness of threats and consequences in purely physical space (Jones,
Tam and Papadaki, 2016). In recent times, the industry has
changed to a point where there is a heavy dependence on tech-
nology (Erstad, Ostnes and Lund, 2021). Innovative technolo-
gies have expanded into the marine transportation sector be-
cause they minimize costs and maximize profits in daily oper-
ations (Karamperidis, Kapalidis and Watson, 2021). The shift
of the administration system at the port from a conventional ad-
ministration system to digital has led to new risks, in the form
of data theft vulnerabilities through cyber networks (Bolbot et
al., 2022). Even though the maritime cyber domain is still rela-
tively new, the resulting impact if cybercrime occurs in the mar-
itime domain is very large (Karamperidis, Kapalidis and Wat-
son, 2021).
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Maritime cybersecurity is evolving as an issue affecting the
oceans (Kanwal et al., 2022). In fact, over the past decade, there
has been no major research focusing on maritime cybersecu-
rity issues and ways to address them (You, Zhang and Cheng,
2017). As previously mentioned, there is awareness of mar-
itime cybersecurity issues, but few are willing to study them
because no major incidents have occurred to attract public at-
tention (McGillivary, 2018; Kanwal et al., 2022). The field
of maritime cybersecurity is almost empty and there is much
that needs to be done quickly (You, Zhang and Cheng, 2017).
Therefore, addressing maritime cybersecurity is a valid and im-
portant scientific research area for marine science (McGillivary,
2018; Bolbot et al., 2022).

However, not only is there very little data available, due to
limited and evolving reporting capabilities, but cyber-maritime
evolution makes the data unstable making it very difficult to de-
velop reliable probabilities. This, in turn, makes it difficult to
build a qualitative maritime cyber risk assessment in the mar-
itime field (Kimberly Tam and Jones, 2019). Bolbot et al. (2022),
explained the need to develop research proposals, new method-
ologies and technical solutions and in general will promote mar-
itime cybersecurity. While Larsen et al. (2022), explained the
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need for decision-makers to address the potential for severe cy-
ber incidents in the maritime transportation system. Meland
et al. (2021), suggested the need to develop knowledge about
fragmented incidents and threats in maritime cyber. You et al.,
(2017), also suggested future studies on maritime cybersecurity
assessment and evaluation. Therefore, it is necessary to ana-
lyze the value of cyber threats in the maritime domain in the
Indonesian sea area.

This research aimed to provide an assessment of cyber threats
to the maritime cybersecurity system in the Indonesian Sea re-
gion. In Indonesia, there are still few Maritime Cyber Security
policies and socialization of security guarantees within govern-
ment agencies. This needs to be a priority for the government,
considering the sophistication of technology which is increas-
ing every year and the increasing vulnerability to cyber threats
(Desiana and Prima, 2022). Technological developments in the
maritime sector provide efficiency to environmental operations.
The development of evaluation and measurement of maritime
cybersecurity threats into research is the main attraction of this
research. The development of analytical insights about mar-
itime cyber security threats which are still limited provides an-
other side on aspects of cyber risk that can complement the ex-
isting literature review.

This research used AHP and TOPSIS to identify and ana-
lyze cyber threats in the maritime cyber security domain in the
Indonesian seas. The qualitative descriptive statistical method
approach was chosen with the consideration of building an as-
sessment of maritime cyber threat analysis as recommended by
Tam & Jones (2019). AHP – TOPSIS is used to provide weight
and comparison of threat values based on six maritime domain
cyber threat criteria. Furthermore, cyber threats are identified
based on five levels of cyber threats.

There are several contributions offered in this research. This
study fills the gaps in qualitative analysis on cyber threat aspects
in the maritime domain. Second, this research enriches the lit-
erature on handling maritime cyber security in marine science.
Third, this research can provide an evaluation framework for
maritime cyber threats in reducing the risk of incidents occur-
ring in the maritime area. Fourth, the development of existing
research literature, methodologies and theories as well as tech-
nical solutions in promoting maritime cybersecurity threats is
an additional contribution.

This research consists of several parts. Section 2 provides
an explanation regarding the literature review, including Mar-
itime Cyber and Cyber threats. Section 3 describes the method-
ology which consists of research design, Conceptual frame-
work, Analytical Hierarchy Process (AHP) Method, TOPSIS
method. Section 4 describes the results and discussion, includ-
ing determining criteria and alternatives for threats, weighting
criteria and analysis of threat levels, sensitivity analysis. Sec-
tion 5 is the conclusion of the research, implications, research
limitations and future research.

2. Literature Review.

2.1. Maritime Cyber.
The 21st-century maritime cyber threat environment requires

a broader scope and a more comprehensive vision. Decision
advantage is made possible by ensuring global maritime infor-
mation dominance through the collection, integration and dis-
semination of information and intelligence, and knowledge de-
velopment. This requires stronger partnerships and informa-
tion sharing on security plans, cyber risk and cyber mitigation
with all components of the maritime sector (including govern-
ment agencies, port facilities, ship owners and operators) and
the technical community that supports maritime infrastructure
(Greiman, 2020).

Information technology is rapidly becoming a component
of the maritime space, the port and shipping sector will fully
rely on it in the future. However, with this digital transition
comes new dangers that could jeopardize the effectiveness of
these systems. As the economy and global transportation net-
works are interrelated and widely connected, the impact of mar-
itime cybersecurity threats may harm stability in the region (Tam
& Jones, 2019). A recent maritime cybersecurity incident re-
vealed that shipping is facing increased exposure to cyber threats,
especially due to the rapidly growing digitization of this sector,
leaving ships and the systems within them vulnerable to cy-
berattacks (Kanwal et al., 2022). Understanding maritime cy-
ber threats is a challenge because threats can be complex and
evolving risks that affect trade, geopolitics, and security (Kuhn,
Bicakci and Shaikh, 2021).

In the aspect of maritime cyber threats, maritime cyber risk
has been defined as a measure of the extent to which a tech-
nology asset is threatened by potential circumstances or events,
which may result in operational, safety, or shipping-related se-
curity failures as a consequence of damaged, lost or compro-
mised information or systems (Park et al., 2019). Because cy-
bersecurity vendors often only consider the technological part
of the maritime environment, it is very important to remem-
ber that one part of the system cannot be viewed in isolation,
but must be seen about other parts (Erstad, Ostnes and Lund,
2021). Thus, maritime cyber threats here are understood as cy-
ber threats that affect the maritime domain (Erstad, Ostnes and
Lund, 2021). The maritime cyber threat landscape shows that
malware infection is a common way to compromise systems,
the scope of the assessment on the adverse events in which one
or several sub-components may be infected and the probabili-
ties associated (Meland et al., 2022).

2.2. Cyber threat.
A cyber threat is any occurrence that has the potential to ad-

versely affect a person, property (tangible or intangible), orga-
nization or country by unauthorized access through an informa-
tion system. Cyberattacks can be targeted on any device con-
nected to the internet with the malicious aim of disrupting or
damaging and society’s dependence on digital technology will
create more opportunities for cyberattacks (Seetharaman et al.,
2021). Cyber threats are one of the main risks facing com-
panies today and affect most companies every year (Carı́as et
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al., 2020). However, the most organic solution is to provide
the information resources themselves with suitable functional-
ity, which will ensure their protection while taking into account
the specific operating conditions. The solution to this problem
involves considering the cyber threats that must be resisted by
the protection system and the specific features of the protected
information resources (Luskatov and Pilkevich, 2019).

Cyber threats are multifaceted and rapidly evolving. Impact
assessment and risk management are important parts of evalu-
ating cyber situations and offering remediation as part of a mit-
igation plan (Steingartner and Galinec, 2021). Cyberthreats are
constantly exploiting the connectivity and complexity in critical
infrastructure to plan and launch attacks against existing com-
puter systems. This is a big challenge experienced by various
business organizations. (Fakiha, 2020).

3. Methodology.

This research was conducted in the maritime field, espe-
cially cybersecurity which is located in the Indonesian Sea re-
gion. The main purpose of this research was to evaluate and
provide a cyber threat level value to the field of maritime cyber-
security. Questions related to threat identification were framed
on a five-point Likert scale ranging from 1 to 5 in Table 2. 18
experts were selected as Tseng et al. (2022), related to the
cyber-maritime field through purposive sampling contacted via
email and google forms (Akter, Debnath and Bari, 2022; Bari
et al., 2022) for data collection. Most of the experts in this
research were high-ranking officials in the maritime field. Con-
sulted with two experts (two high-ranking officials who have
worked for more than 5 years) and two doctorates for mar-
itime cybersecurity competency. Their opinions and sugges-
tions helped the author build a threat hierarchy and improve the
questionnaire.

3.1. Conceptual framework.
The proposed conceptual framework of this research is pre-

sented in Figure 1. The research objectives consisted of three
parts, including:

- Identifying criteria and alternative types of threats to Mar-
itime Cybersecurity;

- Analyzing and measuring the level of threats to Maritime
Cybersecurity using the AHP-TOPSIS approach;

- Validating results and models using sensitivity analysis.

This research also developed a model that is able to pro-
vide an assessment and measurement of threat levels against
Maritime Cybersecurity. The proposed model considered the
prequalification process during the planning stage. It should
be noted that the TOPSIS and AHP techniques were used due
to their several advantages, as were Marzouk & Sabbah (2021)
and Saini & Singh (2022). The model mechanism illustrated in
the flowchart shown in Figure 1 was divided into three modifi-
cation phases by Menon & Ravi (2022) and Boutkhoum et al.
(2017).

Phase 1 – This article considered the threat assessment in
maritime cybersecurity, determined the criteria, and types of
threats through a literature review and discussion with experts
to generate an idea about all the criteria that need to be consid-
ered when making a decision. This stage ended when a consen-
sus on the criteria and types of cyber threats had been reached.

Phase 2 – The script’s approach considered six main crite-
ria. Through literature review and expert opinion, these criteria
were identified. Questionnaires were given to get responses in
identifying criteria and producing a hierarchical structure and
followed by calculating the relative importance/weight of these
criteria.

Phase 3 – Analysis of threats to maritime cybersecurity was
evaluated based on parameters against criteria. TOPSIS was
adopted to rank and measure threat-level values in the decision-
making process. At the end of this process, a sensitivity analy-
sis was carried out to measure the effect of the weighting of the
criteria on the final decision-making process.

3.2. Analytical Hierarchy Process (AHP) Method.

AHP was developed by Saaty (2008) as a model for solving
decision problems. AHP ensures that quantitative and qualita-
tive variables can be evaluated together by considering the pri-
orities of the decision-makers. The stages in the AHP process
can be summarized as follows:

• The purpose of the problem is defined.

• The decision hierarchy framework is drawn according to
the alternatives.

• Pairwise comparisons of criteria are made, and pairwise
comparison matrices are developed.

• Benchmark weights are obtained from the pairwise com-
parison matrix.

• Consistency of specified benchmark weights is taken into
account

The steps of the method can be given as follows:

• Arranging decision situations into goals, decision crite-
ria, and alternatives.

• Creating questionnaires and collecting data. Comparisons
are made for each criterion and converted into quantita-
tive figures using linguistic terms.

• Generating pairwise comparisons for various criteria.

• Determining the weight of each criterion.

• Conducting consistency analysis. The consistency ratio
is calculated based on the following steps:

- The consistency index (CI) is determined through
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Figure 1: Conceptual framework of Threat Analysis in Maritime Cybersecurity.

Source: Modified from Afrane et al. (2022); Saini & Singh (2022); Solangi et al. (2019).

CI =
λmax − n

n
; (1)

where λmax is the maximum eigenvalue of the judgement
matrix.

- Then, the final consistency ratio (CR) is obtained from

CR =
CI
RI

; (2)

Table 1: Random consistency index (RI).

Source: Octavian et al. (2020); Solangi et al. (2019).

If the CR ratio ≤ 0.1 (i.e. 10%), the matrix was said to
be consistent and W’s decision was accepted. Conversely, CR

more than implied too many contradictions in the matrix. The
anticipation for the final situation was to review the matrix, and
then revise the weights loaded by the vector.

3.3. TOPSIS method.

TOPSIS is a multicriteria decision analysis method, which
was originally developed by Hwang and Yoon (1981) with fur-
ther development by Yoon in 1981. This method is based on
the concept that the chosen alternative must have the short-
est distance from the positive ideal solution (PIS) and the far-
thest distance from the negative ideal solution (NIS). The TOP-
SIS method is often used because it is easy to calculate, un-
derstand, and allows alternative performance evaluations with
simple mathematical models. The main steps of the TOPSIS
method are given as follows:

The Likert scale is first modified into an interval scale us-
ing Microsoft Excel to analyze the questionnaire results. Then
the weights for each criterion and alternative were calculated
using geometric averages (Octavian et al., 2020). These geo-
metric mean values are considered the result of group assess-
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ments of the values given by 18 experts (Çalık, Çizmecioğlu
and Akpınar, 2019).

a. Creating a matrix of Cyber threat Analysis decision-making.
b. Normalizing the decision matrix.

X =


X11 X12 ... X1n

X21 X22 ... X2n

... ... ... ...
Xm1 Xm2 ... Xmn

 (3)

ri j =
Xi j√
m∑

k=1
X2

k j

(4)

c. Multiplying the risk matrix with the weight of each AHP
criterion.

yi j = w jxri j; (5)

where: i = 1,2,3,..m; j=1,2,3,..n

Y =
[
w1 w2 ...wm

] 
r11 r12 .. r1n

r21 r22 .. r2n

.. .. .. ..
rm1 rm2 .. rmn

 =

=


w1r11 w2r12 .. wnr1n

w1r21 w2r22 .. wnr2n

.. .. .. ..
w1rm1 w2rm2 .. wnrmn

 (6)

d. Determining a positive ideal solution matrix and a negative
ideal solution matrix (Nazam, et al., 2015).

A+ = (y+1 , y
+
2 , ......, y

+
n ); A− = (y−1 , y

−
2 , ......, y

−
n ) (7)

Based on normalized weight, the positive ideal solution A+

and the ideal solution A− may be established (yi j). Multiplying
the weights of the internal service quality dimension criteria
with the normalized matrix will yield the normalized weight
decision matrix. Based on the normalized weight, the positive
ideal solution A+ and the negative ideal solution A− may be
derived (yi j). Following the calculation of the value of a positive
ideal solution (A+), the value of a negative ideal solution (A−)
is also determined.

e. Determining the distance of each alternative (Erdogan and
Kaya, 2019).

D+i =

√√ n∑
j=i

((yi j − y+j )2) & D−i =

√√ n∑
j=i

((yi j − y−j )2) (8)

f. Calculating the value of risk preferences of each alterna-
tive following the results of decision-makers (Sharma and
Sehrawat, 2020).

Vi =
D−i

D−i + D+i
(9)

Based on how close each alternative is to the ideal solution,
the preference value for each option (Vi) can be determined.

Table 2: Scale of pairwise comparison for AHP and likert scale
for TOPSIS.

Source: Modified from Octavian et al. (2020); Susilo et al. (2019).

4. Results & Discussion.

4.1. Determination of criteria and alternatives to threats.

In the first stage of application, evaluation criteria and al-
ternatives had to be determined, and a hierarchical structure of
the problem had to be defined. Identification of criteria in threat
analysis on maritime cybersecurity included input in the form
of previous studies supported by expert opinion for alternative
data and processes including the stages of the AHP and TOP-
SIS methods, and output in the form of evaluating the value of
threats to maritime cybersecurity in Indonesia’s maritime terri-
tory.

18 different experts (academicians, maritime security ex-
perts, and cyber threat experts) were surveyed to determine the
importance of the criteria. According to the survey results, cri-
teria with a high total score form an input hierarchy entry that
will be used in the identification of criteria. All the criteria that
affect the decision on the value of threats in maritime cyberse-
curity are determined by experts. Maritime cyber threat criteria
have been developed, based on preliminary technical studies
and surveys from Ashraf et al. (2022); Kanwal et al. (2022);
C Park et al. (2023) which is applied in the field of maritime
cybersecurity. Therefore, the final list includes six main criteria
including a) Phishing; b) Malware; c) Man in the middle attack;
d) Thief of credentials; e) Human factors; f) outdated systems.

a. Phishing (C1).

Phishing refers to the act of sending emails that appear to
be impersonated and contain links to fake websites or malicious
files or text messages (Park et al., 2023). Phishing attacks in-
volving e-mail malware impersonate ship operators, who send
it to ships via e-mail attachments (Kuhn, Bicakci and Shaikh,
2021). The email may appear to have been sent by a bank or
other law firm. Marine personnel using personal devices can
create cybersecurity difficulties by receiving phishing emails or
visiting malicious websites, thereby infecting the ship’s opera-
tional systems with harmful viruses (Akpan et al., 2022).

b. Malware (C2).
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Table 3: Threat Level of Maritime Cybersecurity.

Source: Modified from Ashraf et al. (2022); Bodeau et al. (2010); Malatji et
al. (2022).

Malware is malicious software that evaluates or damages
the system without the user’s knowledge and spreads through
downloading files attached to infected emails, visiting fraud-
ulent websites, or connecting USB drives and portable media
that carry malware (Amro and Gkioulos, 2023). This condition
results in ransomware or Distributed Denial of Service (DDoS)
attacks (Ben Farah et al., 2022). Between 2010 and 2020, Me-
land et al. (2021), described several marine hacks caused by
malware. Mrakovi’c and Vojinovi’c (2019) noted that malware
is one of the most common forms of cyberattacks in the marine
industry (2020) and asserted that malware is the top choice for
bad actors to compromise maritime cybersecurity.

c. Man in the middle attack (MITM) (C3).

A type of malware that relies on weaknesses in the SSL/TLS
protocol, being a correspondent in communication between two
network users (Mraković and Vojinović, 2019). Through man-
in-the-middle attacks, hackers can eavesdrop on any communi-
cations between parties and/or impersonate them. Hackers hide

their presence on free/open WiFi hotspots or fake websites and
restrict users from sending and receiving data, or even redirect-
ing data to other users (Suciu et al., 2019). In the maritime field,
this type of cyber threat often targets remote desktop protocol
(RDP) services operating on Electronic Chart Information and
Display Systems (ECDIS) (Svilicic et al., 2019). The attacker
then tries to perform the “Man-in-the-Middle: ARP Cache Poi-
soning” technique to be able to “Network Sniffing” of the traffic
(Amro and Gkioulos, 2023).

d. Thief of credentials (C4).

Credential theft is a kind of cyber hazard that requires steal-
ing identity proof from users or customers (Park et al., 2023).
Hackers can easily exploit insecure authentication methods and
weak passwords (Akpan et al., 2022). When the ECDIS appli-
cation is running under administrative credentials, remote vul-
nerability scanning is performed without administrative priv-
ileges (Svilicic et al., 2019). Security uses a public/private
key encryption method with key access, everyone who tries to
breach the system will face authentication through a secure cre-
dential system to access the system’s operational resources over
the network (Ding et al., 2022).

e. Human factor (C5).

80–90% of maritime safety and security problems are di-
rectly or indirectly caused by human error, which has been
identified as a major element (Chang et al., 2021). On the
other hand, there is also an insider threat, meaning that someone
within the organization can damage it for personal gain or spe-
cial reasons, such as stealing sensitive information (Park et al.,
2023). Indeed, the human factor is seen as the greatest danger
to maritime cybersecurity (Tusher et al., 2022). The techno-
logical growth of the marine sector has increased the number
of unwanted human errors that expose the maritime industry to
cyber-attacks (Tam et al., 2023). Some human errors related to
cybersecurity can be associated with any of the following activ-
ities such as accessing suspicious websites or links or disabling
firewalls through carelessness or for some purpose, using per-
sonal devices on ship systems (Kanwal et al., 2022). It is im-
portant to consider that the human factor plays a fundamental
role in the effectiveness of cyber attacks as a significant element
of vulnerability for companies (Alcaide and Llave, 2020)

f. Outdated systems (C6).

Maritime cybersecurity vulnerabilities found that shipping
companies rely too heavily on outdated technologies and use
outdated versions of antivirus software, which poses signifi-
cant harm (Kanwal et al., 2022). Without up-to-date IT infras-
tructure, hackers can target ships or businesses with viruses or
malware, which are difficult to detect and protect against using
conventional antivirus software (Park et al., 2019; Ben Farah
et al. 2022; Tusher et al., 2022). Outdated software systems
also pose a real cybersecurity risk and lack of timely applica-
tion of patches/updates can also make current systems vulnera-
ble (Kanwal et al., 2022). In addition, many ships continue to



I Nengah Putra et al. / Journal of Maritime Research Vol XX. No. II (2023) 13–24 19

use outdated systems (e.g., old software) that are no longer sup-
ported by the software vendor, and these systems may have soft-
ware vulnerabilities that security administrators are not aware
of (Enoch, Lee and Kim, 2021).

After the evaluation criteria are determined, there are ten
main cyber-attack models, including a) Maritime operational
espionage; b) country-level threats; c) insider threats; d) fire-
walls; e) Computer installation; f) the value of the cargo; g)
Misuse of AIS and positioning data; h) Manipulation of signals
used by ships; i) Fraud; j) threats to IT systems. Then evaluated
according to the proposed methodology.

Table 4: Ten models of cyber threats in maritime cyber security.

Source: Modified from Ashraf et al. (2022); Bodeau et al. (2010); Malatji et
al. (2022).

4.2. Criteria weighting and Threat level analysis.

As seen in Figure 2, the hierarchical structure of the prob-
lem has been built based on the main and alternative criteria.
After using expert opinion to develop selection criteria, MS Ex-
cel application was used to complete the approach. After the
preparatory phase, a group of six professionals (academicians,
maritime experts and cyber experts) reviewed the criteria and

alternatives. The significance of the criteria was determined
using the linguistic factors presented in Table 4. The level of
significance of the criteria was determined using the AHP tech-
nique and Table 5 by applying a combined evaluation of the
criteria.

Figure 2: The hierarchical analysis structure of the study.

Source: Authors.

Table 5: Combined paired comparison matrix for criteria.

After compiling the section on the importance of key factors
influencing a valid questionnaire, C.I. value 0.107 and value of
C.R. was 0.086 for the six assessment criteria. This showed that
a valid questionnaire met the consistency standard. The relative
importance of the key factors influencing threats to maritime
cybersecurity was shown in Table 5. Among the six criteria,
Human Factors (28.1%) was the most important criterion of
the six evaluation components, followed by Man in the middle
attack (MITM) (17 %), Malware (16.2%), Outdated systems
(15.4%), Phishing (15%), and Thief of credentials (8.4%).

Human factors could create risks where technology and hu-
mans interact and could generate major risk challenges includ-
ing aspects of personnel vulnerability associated with human
operators across systems and process architectures (Progoulakis,
Rohmeyer and Nikitakos, 2021). It was important to consider
that the human factor played a fundamental role in the effec-
tiveness of cyber-attacks as a significant element of vulnerabil-
ity (Alcaide and Llave, 2020). Human factor threats consist
of unintentional security breaches, use of infected information
media accidentally providing sensitive information, and lack of
awareness and human error (Kure, Islam and Razzaque, 2018).

Next, determine the weighting of the evaluation criteria, us-
ing the weight of the alternative threat criteria that were ana-
lyzed using the TOPSIS method and determined and evaluated
the value of the threat level that occurs in maritime cybersecu-
rity with the positive ideal solution and the farthest from the
negative ideal solution, which was most appropriate in prior-
ity order and displayed in Table 6. At this stage, the decision-
making group gave a score of between 1 and 5 points for the
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specified list of threats. The decision matrices collected in Ta-
ble 7 were obtained for the data, which were evaluated by the
experts for the threat. The values are given in Table 8 of the
normalized values, and the normalized decision matrices.

Table 6: Aggregated decision evaluation matrix.

Table 7: Normalized decision matrix.

Table 8 showed that among the six threat evaluations, Eco-
nomics Fraud occupied the highest threat value of 0.628 with
the Cyber Sabotage level category (Level 4) in the order of M9,
M6, M8, M10, M4, M1, M2, M7, M3, and M5. Cyber-attacks
could be aimed exclusively at stealing identities so they could
be used for further crimes (Jones, Tam and Papadaki, 2016).
Identity fraud that impacted the economy was generally carried
out using malware (Mraković and Vojinović, 2019).

There were three threats included in the Cyber Incursion
level (Level 3), namely Value of cargo, Manipulation of signals
used by ships, IT-systems with respective coefficients of 0.532,
0.495 and 0.445. Furthermore, six threats fall into the Cyber
Theft category (Level 2), namely Firewalls (0.395), Espionage
on maritime operations (0.369), State-level threat (0.351), Mis-
use of AIS and positioning data (0.329), Insider threat (0.279),
Computer Installations (0.267).

Table 8: Evaluation value of alternative maritime cybersecurity
threat level.

4.3. Sensitivity analysis.

Sensitivity analysis is the study of how the uncertainty in
the output of a model or mathematical system (numeric or oth-
erwise) could be divided among the various sources of uncer-
tainty in its input. Uncertainty analysis, which focused more
on measuring uncertainty and the spread of uncertainty, was a
similar technique. Optimally, the evaluation of uncertainty and
sensitivity should be carried out simultaneously. Under sen-
sitivity analysis, the process of recalculation of results based
on different assumptions to identify the effect of a variable can
serve a variety of purposes. The main objective is to evalu-
ate the robustness of the model under conditions of uncertainty
(Saini and Singh, 2022).

Different scenarios are investigated by keeping the weight
of one criterion as a derivative, while the other criteria are given
the same weight in Table 9. Scenarios with changing weights
are checked for deviations from the original results. In the
first scenario, the weight of the Phishing criteria is maintained,
while the other five criteria are given the same weight.

Table 9: Evaluation value of alternative maritime cybersecurity
threat level.

Figure 3: Result of sensitivity analysis.

Source: Authors.
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Table 10: Relative closeness values are obtained by different
tests.

Table 11: Rating of threat values from the results of sensitivity
analysis testing.

The threat evaluation ratings were found in the order of M9,
M6, M8, M10, M4, M1, M2, M7, M3, and M5. Likewise, sce-
narios were changed by considering the actual weight of one
criterion and giving the same weight to other criteria. The as-
signed weights were shown Table 9. The relative closeness val-
ues obtained in the different scenarios were shown in Table 10.
The results of the sensitivity analysis were shown in Figure 3.
The variation in the threat evaluation under different scenarios
in the sensitivity analysis was shown in Table 11. It was seen
that there was no large variation in ranking order under different
scenarios, and M9 is the most powerful maritime cybersecurity
aspect cyber threat. Thus, the proposed model is robust.

Conclusions.

In Indonesia, there are still few Maritime Cyber Security
policies and socialization of security guarantees within govern-
ment agencies. This needs to be a priority for the government,
considering that technological sophistication is increasing ev-
ery year and the vulnerability to cyber threats is increasing.
Therefore, dealing with maritime cybersecurity is a valid and
important scientific research area for marine science, especially
in Indonesian waters. In this study, the MCDM method was
used to obtain the right data. After that, the AHP method is
used to get the priority order of the criteria. Finally, this study
uses the TOPSIS method to rank the level of maritime security
cyber threats with the main criteria. In addition, we performed a
sensitivity analysis to observe the effect of a possible change in
the criterion weights. We defined changes by six main criteria.

Among the six criteria, Human Factors (28.1%) is the most
important criterion of the six evaluation components, followed

by Man in the middle attack (MITM) (17%), Malware (16.2%),
Outdated systems (15.4%), Phishing (15%), and Thief of cre-
dentials (8.4%). The results of the evaluation of the threat level,
Economics Fraud occupies the highest threat value of 0.628
with the Cyber Sabotage level category (Level 4). There are
three threats included in the Cyber Incursion level (Level 3),
namely Value of cargo, Manipulation of signals used by ships,
IT-systems with respective coefficients of 0.532, 0.495 and 0.445.
Furthermore, six threats fall into the Cyber Theft category (Level
2), namely Firewalls (0.395), Espionage on maritime operations
(0.369), State-level threat (0.351), Misuse of AIS and position-
ing data (0.329), Insider threat (0.279), Computer Installations
(0.267). Furthermore, the results of the sensitivity analysis ex-
plain that there is no large variation in ranking order under
different scenarios, and M9 becomes the most powerful cyber
threat in maritime cybersecurity aspects. Thus, the proposed
model is robust.

This research has real implications for qualitative analysis
on aspects of cyber threats in the maritime domain in Indonesia
maritime territory with increasing technological sophistication
every year and increasing vulnerability to cyber threats. This
research will assist stakeholders in evaluating and developing a
maritime cybersecurity threat value level framework as a first
step in determining a policy strategy by adopting the solutions
provided in the research.

There are several limitations in this research. First, this
research is devoted to evaluating the value of the threat level,
however, it has not yet discussed the next step, namely the de-
velopment of a maritime cybersecurity vulnerability risk analy-
sis model in Indonesian sea territory. Future studies can discuss
this risk analysis using the same method but with different cri-
teria and alternatives in the future. Second, for further studies, a
comparison of other methodologies with different multi-criteria
decision-making techniques such as PROMETHEE, ELECTRE,
and VIKOR can be used and the results of their application in
different areas can be presented, especially in the field of finan-
cial cybersecurity and cyber defence where many criteria which
can be considered. Third, this study does not discuss threat mit-
igation strategies as a response to reducing the risk of maritime
cyber security threats. Future research may continue these stud-
ies.
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