
Vol XXI. No. I (2024) pp 97–100

ISSN: 1697-4840, www.jmr.unican.es

JOURNAL OF MARITIME RESEARCH

A review of Ethical Considerations within Autonomous Maritime
Cybersecurity Research

Björn John Praestegaard Larsen1,∗

ARTICLE INFO ABSTRACT

Article history:
Received 7 Aug 2023;
in revised from 24 Aug 2023;
accepted 13 Oct 2023.

Keywords:
Ethics, Research, Maritime, Cyber
Security.

The paper covers some of the ethical considerations and principles that researchers need to consider
while conducting research within the field of autonomous maritime cyber security. It starts with a brief
introduction to the research area and the cyber security risks associated with this. Then moves on to
address the ethical considerations that researchers must consider. Basic research principles such as hon-
esty, transparency, objectivity, independence, accountability, and fairness are emphasised. Additionally,
the paper briefly explores an important socio-technical consideration, industry-sponsored research, and
the potential conflicts of interest that arise when conducting such research. The conclusion highlights
the importance of conducting ethical research with a high level of transparency.
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1. Introduction.

Autonomous configurations are defined by the ability to make
decisions without interacting with humans (Brodsky, 2016; Colling-
wood, 2017; Suchman & Weber, 2016). In their present form
autonomous maritime vessels, land-based vehicles, and industry-
related units, which are considered autonomous, still depend on
humans as the operators (Ramos et al., 2018). It is difficult to
predict with certainty what the future will demand from humans
in terms of operational routines (Komianos, 2018; Mallam et
al., 2020). From the maritime angle cyber security risks on-
board vessels are commonly discussed by dividing digital en-
vironments into two categories: operational technology (OT)
and information technology (IT) (Lagouvardou, 2018; Larsen
& Lund, 2021). Within the maritime sector three major cate-
gories of research have been identified. (1) Detailed documen-
tation of policies and important know-how relating to maritime
cybersecurity, (2) cybersecurity related to ports, and (3) vulner-
abilities of OT (Awan & Al Ghamdi, 2019).
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2. Background.

Contemporary research is subject to a public image of be-
ing conducted by individuals which shows heightened levels of
ethics, often including being reliable, accurate, transparent, and
always working in the best interest of society (Oliver, 2010).
Still, even though researchers can assume that they will be ac-
countable for their publications and that this involves being as
unbiased as possible (Bos, 2020), there has been an increas-
ing amount of Questionable Research Practices (QRPs) over the
last 20 years (Bruton et al., 2020; Gopalakrishna et al., 2022;
Isbell et al., 2022). For the context of this document, it is im-
portant to understand that maritime cybersecurity research is
still very much in its infancy and there are a small number of
researchers active within the industry (Oruc, 2022).

3. Method.

To be able to collect relevant data the following approach
has been embraced for this unstructured literature review. The
scope of the research has been defined using terminology such
as ethical research, maritime research and autonomous mar-
itime research. Furthermore a list of what is to be considered
important keywords within this field has been compiled and
used to search academic databases, search engines, and other
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sources for gathering literature, including university libraries
and search engines such as Google Scholar. Selection has been
made from relevance, publication date and quality.

4. Considerations.

Ethics is used as an individual compass for determining
what is acceptable, it is based on personal moral conviction,
society enforced rules and regulations together with both social
and cultural heritage (Hamburg & Grosch, 2017). Not surpris-
ingly there are increased demands within the academical pro-
fession when it comes to experience and the knowledge within
different methodologies for conducting research in a manner
which can be considered ethical (Navalta et al., 2019).

There is a consensus that we should develop and enhance
technology and social behaviour in conjunction with each other
to advance both aspects at the same time (Taxén, 2020). In this
regard, cybersecurity can be defined as a function of the inter-
actions between various technological and social factors that
make up complex, adaptive socio-technical systems (Kowalski,
1994). As a result, researchers within any area of cyber secu-
rity will likely at one point or another come across information
during their research which could be considered private (Mac-
nish & Van der Ham, 2020). In all such cases it is important
for the researcher to abide by the laws and regulations to de-
termine which information can be processed and how (Loi &
Christen, 2020). This should be applied both in the context of
following international as well as local legislations, something
that could possibly interfere with experiments and data collec-
tion (Burstein, 2008). It all comes down to the key ingredient of
consent when conducting research which involves individuals,
something which has been emphasised since the Nurmberg tri-
als and the Helsinki declaration (Association et al., 2001; Code,
1949; Weindling, 2001). This is or should be a human right by
default and its fundamental value was established already by
Brandeis and Warren (1890) with their conclusion of every in-
dividuals right to be let alone.

5. Principles.

There are ethical principles presented within the research
community which serve as guidelines for researchers to con-
duct their work with integrity and accountability (Kretser et
al., 2019). These principals emphasise importance of honesty,
transparency, objectivity, independence, accountability, and fair-
ness in research practices (ALLEA, 2017; Drenth, 2012; Veten-
skapsrådet, 2017). It should be acknowledged that the field
of research ethics within cybersecurity has been subject to nu-
merous attempts to standardise ethical principles (Bailey et al.,
2012; Loi & Christen, 2020; Morgan et al., 2020; van de Poel,
2020; Weber & Kleine, 2020).

Industry sponsored research raises several ethical consider-
ations that researchers should be aware of (Stahl et al., 2019).
Several studies states that industry sponsored research might
be designed to generate results that support the sponsor’s inter-
ests (Djulbegovic et al., 2000; Fabbri et al., 2018). Researchers

need to be aware that potential conflicts of interest can arise
when conducting industry sponsored research, not surprisingly
this might be conflicts of a financial kind (Fabbri et al., 2018;
Smith, 2006). In fact, there is a growing opinion that such fi-
nancial conflicts of interest might jeopardise the reputation of
the whole research field (Resnik, 2000).

Conclusions.

Ethical research is of utmost importance for researchers across
all fields. It can be concluded that in many cases it is the re-
searcher who must choose to conduct research in an ethical
manner (Fujii, 2012). This should include disclosing any fi-
nancial or personal interests that could affect the objectivity
of their research carried out. Furthermore, researchers must
respect privacy laws such as General Data Protection Regu-
lation 2016/679 (GDPR) (European Parliament and the Euro-
pean Council (EP/EC), 2016) and of course any other interna-
tional and/or local regulations which might be applicable. In
all cases within the field of autonomous maritime cybersecurity
research, principals of how to conduct ethical research should
be taken into consideration and that the results of any indus-
try sponsored research are reported both accurately and fully
transparently. In conclusion, researchers which are conducting
industry sponsored research shall remain vigilant to potential
ethical concerns and make sure that the research carried out is
conducted with the highest standards of ethical conduct regard-
ing design, execution, and that all reporting is made in a manner
which is independent, transparent, and scientifically valid.

As a researcher it should be the ambition to abide to the
laws and regulations which apply for any specific field and for
research in general, but also to follow existing ethical guidelines
such as those described within The European Code of Conduct
for Research Integrity (ALLEA, 2017), always striving to con-
duct ethically sound research with as high level of transparency
as is possible and by doing so helping in maintaining the pub-
lic’s trust in the research enterprise.
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