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In recent years, the maritime industry has become increasingly dependent on digital technology, mak-
ing it vulnerable to cyber threats. One of the main challenges in achieving maritime cyber resilience
is the complexity of the maritime ecosystem. It should also include a resiliency brief that addresses
cyber intrusion response and recovery plans, as well as recommendations for systems that improve cy-
ber resilience. This research aims to identify and assess key cyber resilience factors in the maritime
domain. This research uses a descriptive statistical qualitative method approach supported by the Ana-
lytical Hierarchy Process (AHP) with the Indonesian maritime shipping industry as the research locus
domain and expert panel of eight personnel (academicians and practitioners). The Indonesian sea area
is the locus of research. The results of research with global weight revealed that the Threat (MC-1),
Vulnerability (MC-2), and Technologies (MC-3) sub-criteria were considered the most important, with
a global weight of 0.102 each followed by the Navigation sub-criteria (MO-2). and Governance and
Compliance (CR-6) with a global weight of 0.072 and 0.065 respectively.
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1. Introduction.

In recent years, the maritime industry has increasingly re-
lied on digital technology, making it vulnerable to cyber threats
(Erstad et al., 2023). The consequences of cyberattacks on the
maritime industry can be dire, ranging from financial losses
to environmental disasters (Akpan et al., 2022). One of the
main challenges in achieving maritime cyber resilience is the
complexity of the maritime ecosystem which involves various
stakeholders, including ship owners, port authorities, shipping
companies, and government agencies (Park et al., 2019). Each
stakeholder has risks and challenges to cyber security that must
be overcome (Drazovich, Brew and Wetzel, 2021).

The An emerging approach to tackling this problem is cy-
ber resilience. This approach is generally defined as the ability
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to anticipate, detect, contain, develop, and recover after a cy-
ber incident, from an organizational, technological, and human
perspective (Carı́as et al., 2020). Sharing information about cy-
ber incidents provides benefits for raising awareness, reducing
vulnerability, managing risk, and increasing cyber resilience
(Oruc, 2022). It should also include a strategy for resilience
that addresses cyber response and recovery plans, as well as rec-
ommendations for systems that increase cyber resilience (Dra-
zovich, Brew and Wetzel, 2021).

Malatji et al. (2022), explaining the need for future research
in implementing cyber security capability frameworks, propose
concepts and methods (Roege et al., 2017) to measure the level
of cyber resilience (Gu and Liu, 2022). Estay (2021), conveys
the need for exploration through dynamic models to be able
to consider different levels and network hierarchies in cyber-
resilience. According to Park et al. (2023), further research is
needed from an evaluation perspective for cyber security and re-
silience (Hausken, 2020) in the maritime industry in mitigating
cyber threats (Afenyo and Caesar, 2023). Therefore, it is neces-
sary to identify key factors of cyber resilience in the maritime
domain.
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This study aims to provide an assessment and model simula-
tion of cyber security in the maritime domain. This study uses
a qualitative descriptive statistical method approach. This re-
search is also supported by Analytical Hierarchy Process (AHP)
with an expert panel of eight personnel (academicians and prac-
titioners) and the research period is January 2023 – September
2023. The Indonesian maritime area is the locus of research
because it is a cross-economic pathway world maritime (Susilo
et al., 2019).

This research is important in helping to identify vulnerabili-
ties and potential risks to the maritime industry’s critical infras-
tructure. By assessing cyber resilience, stakeholders can iden-
tify areas most vulnerable to cyber threats and develop strate-
gies to mitigate risks. Assessing cyber resilience helps stake-
holders comply with this guidance and other relevant regula-
tions. By demonstrating a commitment to cyber security and
resilience, stakeholders can build trust among themselves and
with customers who rely on maritime services.

2. Literature Review.

2.1. Cyber resilience.

Cyber resilience refers to the evolving capabilities to re-
sist cyber attacks and mitigate risks. Individual and intercon-
nected economies need to maximize the value attached to tech-
nological innovation (Peter, 2017). This condition involves a
combination of technical measures, policies, procedures, and
training designed to help organizations maintain their critical
operations and services in the face of cyber threats (Steingart-
ner, Galinec and Kozina, 2021). Cyber resilience is different
from cybersecurity, which usually focuses on preventing cyber
attacks (Carı́as et al., 2019). Cyber resilience recognizes that
cyber-attacks are unavoidable and that organizations need to be
prepared to respond quickly and effectively when they occur
(Erstad et al., 2023).

There are several key components of cyber resilience (Dra-
zovich, Brew and Wetzel, 2021). First, organizations need to
have a comprehensive understanding of IT infrastructure and
the potential risks it faces (Hausken, 2020). Second, organiza-
tions need to have an effective incident response plan (Stein-
gartner, Galinec and Kozina, 2021). Third, organizations need
to have strong backup and recovery capabilities (Carı́as et al.,
2019). Overall, cyber resilience is an important component of
any organization’s security posture. By taking a proactive ap-
proach to prepare for cyber-attacks and other security incidents,
organizations can minimize the impact of these events on their
operations and services (Hausken, 2020).

2.2. Maritime Cyber Resilience.

Digital competency, Maritime operations are activities at
sea that must be carried out by organizations so they do not
lose control over these activities and can continue and recover
these activities in the face of challenges (Erstad et al., 2021).
Maritime Cyber Resilience started as a component of maritime
cyber risk management. Maritime cyber risk management is

an interdisciplinary subject, consisting of aspects such as re-
silience, safety, and maritime cybersecurity, so students need
to develop skills to work together and respond collaboratively
(Erstad et al., 2023). As maritime cyber security emphasizes
the ability to anticipate, contain, recover from, and evolve from
cyber threats in minimum time (Erstad et al., 2021), it serves
as a unifying concept, contributing to maritime cyber risk man-
agement knowledge.

Maritime Cyber Resilience has been defined as the ability of
maritime systems to learn how to maintain and develop normal
operations, as well as anticipate, contain, recover and evolve
from cyber threats in the shortest possible time (Erstad et al.,
2021). According to Erstad et al. (2021), the authors also argue
why navigators should be the focus of study when considering
maritime cyber resilience, because navigators are on the cutting
edge of operations, perhaps being the only agents capable of de-
tecting undesired variations in situations. Furthermore, the nav-
igator is expected to take the helm when technology fails. One
of the assumptions when considering maritime cyber resilience
is that navigators must accept that the security of the situation
can be controlled, and will ultimately be properly controlled.

Figure 1: Origins of Maritime Cyber Resilience.

Source: Authors, adapted from Erstad et al. (2021).

3. Methodology.

This study uses a qualitative descriptive statistical approach.
A qualitative design of descriptive statistics at different times
and sequentially was initiated by qualitative research before-
hand which was supported by data in the form of statistical fig-
ures (Hanson et al., 2005; Taguchi, 2018). Data collection in
this article is divided into two categories, namely primary data
and secondary data. Primary data and as an expert, namely:
cyber experts from practitioners and academics. The expert cri-
teria have been determined, namely: 1) From academics with a
minimum master’s education (Hult Khazaie and Khan, 2020;
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Rioja-Lang et al., 2020); 2) From practitioners related (Fal-
lah and Ocampo, 2021) to maritime cyber resilience; 3) Work-
ing period of more than 5 years (Khalilzadeh, Katoueizadeh
and Zavadskas, 2020; Kim and Kim, 2022); 4) 5 expert judg-
ments (4 doctors, 1 doctoral student) as article Almanasreh et
al. (2019). Secondary data: news and information in print me-
dia, findings from previous research on online media, archives,
regulations and policies, official institutional documents, and
official social media accounts.

This research will be conducted in Jakarta and several inter-
national port areas in Indonesia which represent maritime cyber
resilience. This research was conducted from January 2023 –
September 2023 by giving a questionnaire to experts based on
some secondary data. Nevertheless, observations related to the
assessment of maritime cyber resilience have been a concern
of researchers for a long time. In Indonesia itself, the study of
maritime cyber resilience which makes it vulnerable to cyber
attacks in the maritime aspect with Indonesia’s vast territory
and strategic position in the world is a serious study. Therefore,
researchers still see that there are great opportunities or oppor-
tunities to be able to enter and make theoretical contributions.

3.1. Analytical Hierarchy Process (AHP).
AHP describes complex multi-factor or multi-criteria prob-

lems into a hierarchy, according to Saaty, a hierarchy is de-
fined as a representation of a complex problem in a multi-level
structure, where the first level is the objective, followed by the
factor, criteria, sub-criteria levels, and so on down to the next
level. the last of the alternatives with a hierarchy of a complex
problem can be described in groups which are then arranged
into a hierarchy as the problem will appear more systematically
structured (Saaty, 2006). One of AHP’s distinctive advantages,
setting it apart from other decision-making models, is its flexi-
bility regarding absolute consistency requirements. This means
that while problems can be perceived and assessed, the method
does not require complete numerical data for quantitative prob-
lem modeling (Siekelova, Podhorska and Imppola, 2021).

Humans can instinctively estimate simple quantities by com-
paring two objects. For this reason, Saaty established a quan-
titative scale of 1 to 9 to assess the comparative importance of
other elements. There are 7 pillars of AHP modeling, includ-
ing (Saaty, 2012; Marzouk and Sabbah, 2021): The ratio scale
is a comparison of two values (a/b) where the values a and b
are of the same type (units); 2) Pairwise comparison; 3) Eigen-
vector sensitivity conditions; 4) Homogeneity and grouping; 5)
Synthesis; 6) Maintaining and reversing the order of weight and
order in the hierarchy; 7) Group considerations.

Table 1: AHP Rating Scale.

Source: Authors.

The steps of the AHP method include:

1. Creating a pairwise comparison matrix.

A = aim =


1 a12 ... a1n
1

a12
1 ... a2n

... ... ... ...
1

a1n

1
a2n

... 1

 (1)

i, m = 1, 2, ...... , n = related criteria index.

2. Creating a matrix value criteria.
3. Creating an additional Matrix for Each Row.
4. Assessing Consistency Index (CI) and Consistency Ratio

(CR).

CI =
λmaks − n

n
; (2)

CR =
CI
RI

; (3)

N = Number of Elements,
RI = Random Consistency Index.

If the CR (Consistency Ratio) is 0.1 (i.e., 10%), the matrix is
considered consistent, and the decision is accepted. Conversely,
if CR is greater than that, it means there are too many contra-
dictions in the matrix. Anticipating the latter situation involves
reviewing the matrix and then revising the weights loaded by
the vector.

Table 2: Random Consistency Index Value.

Source: Authors.

3.2. Research Design.

The study presented here specifically discusses the resilience
of the maritime cyber domain located in the Indonesian sea
area which is divided into three stages. First, it uses the ap-
proach of previous manuscript literature, brainstorming with
questionnaires, and is supported by expert assessments to iden-
tify key variables and analyze the values between variables in
maritime cyber resilience. Second, the measurement uses the
weighting and assessment of maritime cyber resilience. The
weighting uses the AHP method with data obtained from se-
lected experts from relevant stakeholders. These experts have
been asked to allocate 100% total weight among the variables
and sub-variables.
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Figure 2: Research design for cyber resilience in Indonesia Maritime domain.

Source: Authors.

Table 3: Selected Variables for maritime cyber resilience.

Source: Authors.



Y.N. Santosa et al. / Journal of Maritime Research Vol XXI. No. II (2024) 171–180 175

4. Results and Discussion.

4.1. Identification of key variables in maritime cyber resilience.

Identifying key variables is an important step in conducting
research or analysis. Key variables are factors that have a sig-
nificant impact on Maritime cyber resilience. These variables
can be identified through reviewing existing literature, consult-
ing with experts in the field, or through exploratory research.
Key variables are variables that have a significant impact on
research results and are very important for understanding the
phenomenon of Maritime cyber resilience.

Maritime cyber resilience refers to the ability of the mar-
itime industry to protect its critical systems and infrastructure
from cyber threats, detect and respond to cyber incidents, and
quickly recover from any disruptions caused by those incidents.
To enhance maritime cyber resilience, it is important to iden-
tify the key variables that impact resilience. When choosing
the variables as indicators, this article considers the context and
framework set by the main objective of the study, which is to
be able to identify areas of maritime cyber security, some mod-
ifications have to be made to suit this context. Therefore, the
variables that exist in the context of resilience in general have
not been considered representative but have been removed or
replaced with other variables that are more relevant. The ap-
proach here is to use expert judgment as a tool for broad valida-
tion of the empirical determination of the indicators described
above. Each expert was asked to define his field of expertise
in terms of cyber-maritime resilience in the Indonesian Sea re-
gion. Some of the identified indicators have been verified by
experts (Table 3).

4.2. Weighting of Variable and Sub-variable.

At this stage, each expert is asked to consider the key indica-
tors that are considered the most important in terms of defining
or predicting maritime cyber resilience, and then rating the dif-
ferent indicators according to their importance, based on their
experience in various areas of cyber maritime resilience assess-
ment. Experts are allowed to perform several different ranking
exercises. Experts were also asked to consider whether they felt
a distinction could be made between the key indicators repre-
senting cyber maritime. Weighting is carried out using the Ana-
lytical Hierarchy Process (AHP) method which has a time scale
according to the criteria for the relationship between variables
and sub-variables.

The output of this model will differ based on the problem
examined and will be a vector containing the local weights of
the alternatives considered for each sub-criteria. The local vec-
tors that contain the weights of these subcriteria are then nor-
malized and multiplied by the global vectors that contain the
weights for the higher-level criteria (parent criteria). This will
lead to the final vector of decision problems as in research by
Improta et al., (2018). To summarize, each criterion in the hi-
erarchy will be simulated, taking into account not only all the
interdependencies between the sub-criteria associated with the
same parent criterion but also their variability over time as in
system dynamics modeling.

Finally, based on the weight of the scenario rating crite-
ria can be determined, so that certain decision vectors can be
obtained at each time step of the simulation process. In this
way, the static behavior of conventional AHP approaches can
be overcome and time-varying decision-making processes can
be implemented. The AHP formula is applied to each crite-
rion and sub-criteria and compared with the simulation results
from the model. As a result of the decision-making process,
evaluation values and scenarios i.e. the best combination of pa-
rameters can be selected. The results of the weighting can be
seen in Figure 3 and Table 7.

Table 4: Pairwise comparison matrix aggregation for Maritime
Cyber Resilience.

Source: Authors.

Table 5: Pairwise comparison matrix aggregation for Cyber Re-
silience variable.

Source: Authors.

Table 6: Pairwise comparison matrix aggregation for Maritime
Operation variable.

Source: Authors.

Table 7: Pairwise comparison matrix aggregation for Maritime
Cybersecurity variable.

Source: Authors.
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Table 8: Local Weight and Global Weight for each Variable and Sub-variable of maritime cyber security.

Source: Authors.

From Table 4 it can be seen that the criteria variable that is
the priority is the Maritime Cybersecurity (MC) variable with a
weight value of 0.4111. Second, the variable maritime Opera-
tion (MO) with a weight of 0.3278. Third, the variable Cyber
Resilience (CR) with a weight of 0.2611. Maritime cyberse-
curity has attracted increasing, accelerating attention in recent
years (Oruc, 2022) and requires a holistic approach due to the
increasing complexity, digitization, and automation of systems
in the maritime industry (Mraković and Vojinović, 2019) as
well as being a problem and requiring attention quickly (Karam-
peridis, Kapalidis and Watson, 2021). Through collaboration
between industry, government and academia, maritime cyber-
security performance can be significantly and efficiently im-
proved (Kanwal et al., 2022). On the other hand, private com-
panies need to dedicate a large part of their budget to address-
ing maritime cyber security issues (Afenyo and Caesar, 2023).
Scientists play a role in developing and implementing maritime
cybersecurity methods and policies to ensure the safe operation
of ships and enhance the security of the marine environment
(McGillivary, 2018). Therefore, the aspect of maritime cyber
security is the most influential variable in maritime cyber re-
silience.

The Cyber Resilience aspect in Table 5, the Governance and
Compliance (CR-6) sub-variable is a top priority with the high-
est weight of 0.250. While the Detection and Response (CR-4)
sub-variable with the lowest weight is 0.026. Aspects of Mar-
itime Operations (MO) In Table 6, the Navigation sub-variable

(MO-2) is a top priority with the highest weight of 0.219. While
the Cargo handling sub-variable (MO-3) has the lowest weight,
namely 0.03. Furthermore, the Maritime Cybersecurity (MC)
aspect in Table 7, the Threat (MC-1), Vulnerability (MC-2),
and Technologies (MC-4) sub-variables each weight of 0.248
as the highest weight value.

4.3. Consistency test results.

To find out the consistency of the data from the completed
questionnaire, a consistency test of the comparison matrix was
carried out for each method before calculating the total weight
of each variable/criteria. The consistency test in the AHP method
is denoted by CR (Consistency Ratio), the data will be consis-
tent if the CR value ≤ 0.1 and if it is more than 0.1 then the data
is inconsistent (Sharma et al., 2019; Arora et al., 2020; Maletič
et al., 2021). Based on the calculation results, it can be seen
that the consistency test using the AHP method found that each
variable and sub-variable (Table 4; Table 5; Table 6; Table 7)
has a CR value <0.1, so the results of pairwise comparisons are
declared consistent.

Local weight and global weight. Local weights and global
weights of factors and sub-factors are shown in Table 8. The
AHP process makes it possible to incorporate assessments on
intangible qualitative criteria in addition to tangible quantita-
tive criteria. This method uses pairwise comparisons of the
main criteria and pairwise comparisons of several sub-criteria
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for each main criterion. After carrying out pairwise compar-
isons of the main criteria and sub-criteria, the global weight
of the sub-criteria is known by multiplying the local weight of
the sub-criteria with the weight of the main criteria. After all,
weights are calculated following the four steps, local weights
and global weights are then calculated. The local weights show
the relative importance of the factors within the group, while
the global weights show the priority of the factors to Maritime
cyber resilience. From this global weight, conclusions can be
drawn about the ranking of the importance of the sub-criteria
according to the opinion of the decision-makers (Sharma et al.,
2019). In practice, obtaining weights can be done, for example
by asking for weights directly, in this case it is important to en-
sure that the weights also reflect the range of criterion values as
in research Mustajoki et al., (2020).

Figure 3: Global weight of Sub-variable maritime cyber re-
silience.

Source: Authors.

Table 8 and Figure 3 describe the local and global weights
and the overall ranking of each of the main criteria and sub-
criteria. The results of the AHP methodology in research with
global weights revealed that the Threat (MC-1), Vulnerability
(MC-2), and Technologies (MC-3) sub-criteria were considered
the most important, with a global weight of 0.102 each followed
by the Navigation (MO) sub-criteria. -2) and Governance and
Compliance (CR-6) with a global weight of 0.072 and 0.065
respectively. The Detection and Response (CR-4) sub-criteria
ranks last in the pairwise comparisons.

The rapid and continuous progress and development of in-
formation technology have increased the complexity of digi-
tal systems, which makes systems less secure and thus leads
to complexity and changes in the form and function of cyber
threats (Aljuhami and Bamasoud, 2021). Organizational re-
silience is an organization’s ability to withstand failure so that
it can face potential threats and survive and thrive (Steingart-
ner, Galinec and Kozina, 2021). Internet-connected onboard
workstations running Microsoft Windows and Microsoft Of-
fice, have built-in vulnerabilities (Shahzad, Awan and Ghamdi,
2019). Fundamental research is needed in this field to address
security vulnerabilities effectively (Humayun et al., 2020). By
establishing an effective governance framework and ensuring
compliance with relevant regulations, maritime organizations
can better manage cybersecurity risks and protect themselves
from cyber threats (Rios Insua et al., 2021).

Conclusions.

In recent years, the maritime industry has become increas-
ingly dependent on digital technology, making it vulnerable to
cyber threats. The consequences of cyberattacks on the mar-
itime industry can be dire, ranging from financial losses to en-
vironmental disasters. Providing an assessment and model sim-
ulation of cyber security in the maritime domain is the aim of
this article. Based on the research results, this article describes
the three criteria and eighteen sub-criteria that affect maritime
cyber resilience.

The results of the research with global weight revealed that
the Threat (MC-1), Vulnerability (MC-2), and Technologies (MC-
3) sub-criteria were considered the most important, with a global
weight of 0.102 each followed by the Navigation sub-criteria
(MO-2). and Governance and Compliance (CR-6) with a global
weight of 0.072 and 0.065 respectively. The maritime cyber re-
silience evaluation value consists of three main criteria. There-
fore, to effectively counteract risks to the maritime industry and
shipping companies, it is necessary to build a multi-layered cy-
ber security system that meets high standards to protect the sup-
ply chain including ships in the process of sea transportation
and to keep abreast of risks.

Limitation & Future Work.

This study presents an identify of maritime cyber resilience
by analyzing related criteria and assigning weights to priority
sub-criteria. The next step in managing maritime cyber re-
silience is by focusing on threats related to maritime resilience
and identifying strategic steps. This provides a basis for the de-
velopment of new decision-making methods to realize the op-
timal risk-based selection of security measures or implementa-
tion of a sustainability strategy. Second, the main limitation is
the survey result of the number of participants. In addition, it is
beneficial to hear comments from those who claim to know the
maritime and cyber fields. Future work may push this survey to
a wider audience with a quantitative approach.

Third, the accuracy of the measurement depends on the se-
lection of maritime cyber resilience criteria and sub-criteria that
make up the Resilience Matrice (RM), how reliable and trust-
worthy the organization’s data is, which can be interpreted as
organizational bias; implying it may affect the measurement
accuracy which is a limitation of this study. For that in the
future, it can strengthen data collection techniques by improv-
ing algorithms and data structures to reduce bias. Fourth, this
study also has not considered cyber-attack scenarios and pro-
vides such modeling which is faced with the dynamics of re-
silience. Therefore, further research is needed to include the
attack aspect, multiple attackers with multiple targets, and vari-
ous attack scenarios not covered in this paper and consider more
network-level defense strategies as future research.
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