Vol XXIII. No. I (2026) pp 17-24

ISSN: 1697-4840, WWW.jmr.unican.es

The Evaluation of Awareness of Cyber Security in Shipping Operations

Among Malaysian Seafarers

Nor Hazlinda Nordin', Capt. Dr. Mohammad Ismail Russtam Suhrab'-*

ARTICLE INFO

ABSTRACT

Article history:

Received 31 Dec 2024;

in revised from 24 Jan 2024,
accepted 05 Apr 2025.

Keywords:

Maritime Cyber Security, Malaysian
Seafarer Awareness, Shipping
Operations Security, Maritime Cyber
Attack.

© SEECMAR | All rights reserved

The rapid development of the digitalization world has influenced maritime industries to upgrade their
manually human-operated system to the technology of automatic and digital systems, increasing effi-
ciency and exposing the sector to cyber threats. This research identifies key factors influencing cyber-
security in maritime security through expert interviews and assesses seafarers’ awareness levels using
surveys and thematic analysis. It shows that cyber security factors in shipping operations were based on
two main factors: human error and the system in shipping operations. This study evaluates the cyberse-
curity awareness among Malaysian seafarers, focusing on their understanding of risks, preparedness for
cyberattacks, and the effectiveness of existing initiatives to enhance cybersecurity awareness. Regres-
sion analysis is employed to evaluate data trends and relationships further. Despite ongoing initiatives
by maritime organizations, such as cybersecurity guidelines and training courses, the rise in cyberattack
cases calls into question the effectiveness of these measures. Findings reveal significant gaps in aware-
ness, highlighting the need for improved training and organizational support. This research proposes
actionable recommendations to enhance cybersecurity awareness, including tailored training programs,
regular cybersecurity drills, and updates on emerging threats. By addressing these gaps, this research
contributes to strengthening the resilience of Malaysian seafarers and the maritime industry against
evolving cyber threats, ensuring safer and more secure shipping operations.

1. Introduction.

1.1. Research Background.

evaluate cyber security awareness in shipping operations among
Malaysian seafarers. As such, maritime organizations have or-
ganized initiatives to raise awareness among seafarers, such as

The maritime industry is also not excluded from the Cy-
bertechnologies era. The development of the digitalization world
has influenced all industries to upgrade their manually human-
operated system to the technology of automatic and digital sys-
tems.

The serious challenges of securing data from any cyberat-
tack need to be considered. In 2017, IMO announced its en-
couragement to raise awareness and cybersecurity to ensure the
ship’s and crew’s safety onboard. This research paper aims to
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establishing guidelines, courses, etc., but the effectiveness of
those initiatives still needs to be evaluated. The scope of this
research focuses on the level of awareness of seafarers on the
cyberattack situation among Malaysian seafarers. The respon-
dents of this research targeted active seafarers with Malaysian
citizenship regardless of where they were working onboard.
The respondents also included the marine operators who were
involved in shipping operations. However, this research does
not include the foreign seafarers who work on Malaysian ships.

1.2. Statement of the Problem.

It is crucial to ensure the shipping operation and manage-
ment data are secure. The vulnerable maritime systems, such
as navigation systems, shipping systems, passengers’ details,
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cargo details, and much more, are secured in private and have
limited access by the shipping company only. However, using
networking systems to save and share data can lead to cyber
risk. Maritime cyber risk refers to the extent to which a tech-
nology asset could be threatened by a potential circumstance or
event, which may result in shipping-related operational, safety,
or security failures due to information or systems being cor-
rupted, lost, or compromised (IMO, 2021).

The International Maritime Organization (IMO) published
The Guidelines on Maritime Cyber Risk Management as a rec-
ommendation to manage maritime cyber risk, especially in man-
aging and safeguarding shipping from current and emerging cy-
ber threats and vulnerabilities. However, the increase in suc-
cessful cyberattacks has put all shipping operations at risk. As
the operators and seafarers onboard are expected to be able to
handle the problem to avoid the cases, therefore IMO (2017)
announced the urgent need to raise awareness of cyber threats
and vulnerabilities to support safe and secure shipping.

1.3. Research Questions.

e What are the factors of cyber security in the maritime
industry?

e What is the level of awareness of seafarers? In the cyber-
attack situation.

e How to increase the awareness of Malaysian seafarers on
cyber security in Shipping operation?

1.4. Objectives of the Research.

e To identify the factor of cyber security in maritime secu-
rity.

e To evaluate the level of awareness of seafarers on the cy-
berattack situation.

e To propose the recommendation to raise. The level of
awareness of seafarers on cyber security in shipping op-
erations.

1.5. Justifications for Research.

As the demand for shipping operations increases, more data
must be secured in the shipping industry. In 2017, IMO an-
nounced its encouragement to raise awareness and cybersecu-
rity to ensure the ship’s and crew’s safety onboard. According
to research by Det Norske Veritas (DNV, 2023), the organiza-
tion stated that the risk of maritime cyber threat had escalated,
and their organizations have made it a significantly higher pri-
ority to secure shipping operational technology. The shipping
operational technology manages, monitors, controls, and au-
tomates physical assets, such as sensors, switches, safety and
navigation systems, and vessels.

This research paper aims to evaluate cyber security aware-
ness in shipping operations among Malaysian seafarers. As
such, maritime organizations have organized initiatives to raise

awareness among seafarers, such as establishing guidelines, courses,

etc., but the effectiveness of those initiatives needs to be eval-
uated. The awareness of cyber security is very important to be

developed at a large scale as if the technology in the maritime
operation fails, the seafarers are expected to handle the problem
and provide a solution to prevent the cyberattack from causing a
lot of damage to vessels and loss of data privacy. Itis, therefore,
necessary to focus on the seafarers’ awareness when preventing
maritime cyberattacks.

Canepa et al. (2021) conclude that a lack of knowledge of
security procedures and awareness is a common issue further
exacerbated by the rapidly changing technological scenarios.
As the level of awareness is still low among Malaysian seafar-
ers, maritime organizations and shipping companies can take
the initiative to enhance awareness to prepare seafarers for cy-
berattacking. The level of awareness shall be evaluated to mea-
sure the effectiveness of all the efforts made to raise awareness
of the cyberattack situation. If the awareness is at an elevated
level, the methods shall remain. However, if the level of aware-
ness is still low, the method used shall be invented to create an-
other method to raise awareness. Therefore, this research paper
also aims to propose recommendations to increase or maintain
awareness among seafarers in Malaysia.

2. Literature Review.

Mission Secure (2010) defines maritime “cybersecurity” as
the collection of tools, policies, security concepts, security safe-
guards, guidelines, risk management approaches, actions, train-
ing, best practices, assurance, and technologies used to protect
organizations, vessels & their cyber environment.

According to Rachel Hand (2022), “shipping operations”
refer to the processes involved in transporting merchandise from
one place to another. Shipping operations involve the seller
sending goods to the buyer using a shipper to transport the
goods.

According to the Malaysian Federal Legislation, Merchant
Shipping Ordinance Act A1519 (2016), ’seafarer” means any
person employed or engaged in any capacity on board a ship to
which this Ordinance applies.

However, seafarers do not include people not directly em-
ployed for the normal manning of the ship within the deck,
engine, or catering department. Plus, the term seafarers does
not apply to pilot, superintendent, surveyor, auditor, inspector,
supernumerary, scientist, researcher, diver, specialist offshore
technician, or any person whose work is not part of the routine
business of the ship. A person who works on board the ship
solely within a port or at a port facility as a repair and main-
tenance technician is not considered a seafarer. Based on data
from the Malaysia Marine Department (2018), the total num-
ber of active Malaysian seafarers is 694,551, and non-active
Malaysian seafarers are 469,360.

A few factors influence cyber security in shipping opera-

tions. Below are the factors that the previous researchers have
simplified.
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Table 1: The Factors that Influencing Cyber Security in Ship-
ping Operation.

Factors that Influencing Cyber Security in

Author |Year Title Shipping Operations
- Human error
Kamwal ot Maritime cybersecurity” are | ~ Employees are not trained to respond

2022

al. onboard systems ready? appropriately to cyber threats

- Outdated software systems also pose a tangible
cybersecurity risk

- Increased connectivity and the converging of

A Refrospective Anialysis of Information Technology (IT) and Operation

Meland 1 | Maritime Cyber Security

et Al Tncidents Tec]]pology (QT) systems will expose
maritime operations to new threats
— Cmmcgf N:;: igator - Errors introduced in a critical system such as
arei ompetence the ECDIS
et. Al 2018 Demonstrating Maritime - I.niom P -
Cyber Security P oy
- Infection of critical port infrastructure with
& - b . malware and ransomware.
Afenyo Marthime cyhersecurttys - Inadequacies of the maritime cyber security
and 2023 | threats: Gaps and directions It atite and vaabbiss
Caesar for future research P

- Lack of proper human training and the lack of
organizational framework

Source: Authors.

3. Methodology.

3.1. Research Framework Design.

Figure 1: Research Framework Design of the Research.

I
|

Source: Authors.

The research framework used for this research is the Ex-
ploratory Sequential Mixed Methodology. It is a practical road-
map that outlines the identification of the research background
and problem statement, the development of the research ques-
tions and objectives, the data collection method, data analysis,
data review and interpretation, and the conclusion of the re-
search project. The research framework of this research is built
up to provide step-by-step guidance for conducting the research
study.

This research will start by identifying the research back-
ground and research problem statement. A literature review
will be done to gain knowledge regarding the problem state-
ment and the research problem statement.

The next step is to develop research questions and research
objectives. This research focuses on the level of awareness re-
garding the cyberattack situation among Malaysian seafarers.
The respondents of this research targeted active Malaysian sea-
farers. Then, the statement to justify this research.

The literature review will also give us some ideas on how
to collect data. For the first objective, which is to identify
the factors of cyber security in shipping operations, the anal-
ysis method used is Thematic Analysis, and the data collection
method by the literature review & interview the experts to ver-
ify the factors of cyber security in shipping operations that are
found in the literature review.

The data collection process for the second objective, to eval-
uate seafarers’ awareness of cyberattack situations, will be con-
ducted by interviewing experts in cyber security and shipping
operations. The survey aims to achieve the first objective: iden-
tify cyber security factors in shipping operations. Then, data
will be collected by questionnaires to the Malaysian seafarers.
The questionnaires aim to reach 384 active Malaysian seafar-
ers, selected randomly using the Krejcie and Morgan sampling
method. The data will then be analyzed using the regression
analysis method.

For the third objective, to propose a recommendation to
raise seafarers’ awareness of cyber security in shipping oper-
ations, the analysis method is Thematic Analysis, and the data
collection methods are literature review and interview.

After all the data have been collected, it will be analyzed.
Data analysis for this research will use thematic analysis and
regression analysis. The thematic analysis will be used to ana-
lyze the data for the first and third objectives, and the regression
analysis will be used to analyze the data for the second objec-
tive. Then, all data will be reviewed and interpreted in info-
graphics such as graphs. Lastly, a conclusion will be made to
conclude all the findings from the research.

3.2. Data Collection Strategy.

The data collected from the Malaysian seafarers are pri-
mary, as they are first-hand and have not yet been processed.
The type of data is quantitative data. Data for this research
is collected using questionnaires that will be distributed online
using Google Forms. The questionnaires will be distributed to
Malaysian Seafarers through e-mail, WhatsApp’s group, and all
seafarers’ groups on social media that can be reached.
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3.3. Sampling Strategy.

The sampling method for this research is simple random
sampling, as the respondents will be selected randomly among
all Malaysian seafarers. The sampling population for this re-
search only focuses on active Malaysian seafarers. According
to the Malaysia Marine Department’s database (2018), the total
number of active Malaysian Seafarers is 694,551.

The Krejcie and Morgan (1960) sampling method deter-
mines this research’s sampling size. Krejcie and Morgan’s sam-
pling size is commonly used to estimate the appropriate sample
size for research studies. It is used when researchers cannot ac-
cess the entire statistical population of interest and must make
decisions based on a representative sample.

Referring to the Krejcie and Morgan table, the total sam-
ple size for 694,551 total population size is 384. This means
that this research required 384 respondents who were active
Malaysian seafarers.

3.4. Types of Analysis Methods Applied.

This research will analyze the data collected using the The-
matic and Regression analyses.

The first methodology for this research is Thematic Anal-
ysis. The thematic analysis identifies and understands major
themes and their relationships within qualitative data. It pro-
vides a high-level and wide-angle view. The data from inter-
viewing the experts regarding the factor of cyber security in
maritime security will be evaluated by Thematic Analysis.

The second methodology is Regression Analysis. Regres-
sion analysis is a set of statistical methods to estimate relation-
ships between a dependent variable and one or more indepen-
dent variables. Regression allows researchers to predict or ex-
plain the variation in one variable based on another variable.
It can be utilized to assess the strength of the relationship be-
tween variables and to model the future relationship between
them. The data from surveys from random active Malaysian
seafarers will be interpreted in charts and graphs by using the
equation below:

Formula of Regression Analysis:

Y=a+bX+e (@))]

Y = Dependent variable,
X = Independent variable,
a = Intercept,

b = Slope,

e = Residual (error).

4. Results and Discussions.

4.1. The Factors on Cyber Security in the Maritime Industry.

As the research was conducted, the data collected were an-
alyzed and concluded according to the related research objec-
tives. The first objective is to identify the factors of cyber se-
curity in maritime security. The data collective method for this
objective is revising the literature review and expert interviews.
The data will be analyzed using the Thematic Analysis method.

The outcomes of this research are the factors of cyber security
in shipping operations as follows:

Table 2: Factors that Influencing Cyber Security in Shipping
Operation.

Factors that Influencing Cyber Security in
Shipping Operations

Human error influences cyber security in shipping
operations as employees are not trained to respond
appropriately to cyber threats. (Kanwal et al.,2022

Outdated software systems also pose a tangible
cybersecurity risk (Kanwal et al.,2022

Increased connectivity and the converging of
Information Technology (IT) and Operation
Technology (OT) systems will expose maritime
operations to new threats (Meland et al.,2021)

Infection of critical port infrastructure with
malware and ransomware and the maritime cyber
security literature and practice inadequacies are
cyber security factors (Afenyo & Caesar, 2023).

Lack of proper human training and organizational
framework affect cyber security (Afenyo & Caesar,
2023).

Source: Authors.

Figure 2: The Factor of Cyber Security in Shipping Operation.
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The result of the first objective shows that cyber security
factors in shipping operations were based on two main factors:
human error and the system in shipping operations. According
to the Maritime Transportation Research Board of the USA, hu-
man error in the maritime domain is ’the commission or omis-
sion of acts by maritime personnel that cause or contribute to
merchant marine casualties or near-casualties” (MTR, 2021).

Figure 2 illustrates two primary factors influencing cyber-
security in shipping operations. Human Error involves two key
challenges. First, the lack of organizational framework (Afenyo
& Caesar, 2023) arises when maritime organizations do not es-
tablish clear cybersecurity guidelines, leaving employees un-
sure of their responsibilities, which can lead to mistakes and
breaches. Second, the lack of proper training (Kanwal et al.,
2022) highlights the importance of educating seafarers and em-
ployees. Without adequate training, personnel may inadver-
tently introduce cyber risks, such as falling victim to phishing
or failing to follow security protocols.

On the System side, several issues contribute to cybersecu-
rity risks. Outdated software (Kanwal et al., 2022) can leave
systems vulnerable to cyberattacks, as old software often con-
tains unpatched security flaws. Additionally, the convergence
of IT and OT (Meland et al., 2021) increases exposure to cyber
threats, as integrating operational and information technology
systems can create new vulnerabilities. Finally, the infection of
malware and ransomware (Afenyo & Caesar, 2023) represents
a significant risk, as malicious software can disrupt operations,
steal data, or demand ransom payments.

Addressing these factors requires a comprehensive approach
involving training, improved organizational frameworks, and
system updates.

4.2. The Level of Awareness of Seafarers on the Cyberattack
Situation.

The second result of the research is to evaluate seafarers’
awareness of the low cyberattack situation in shipping opera-
tions. The early hypothesis is based on research from Canepa
et al. (2021), as they conclude that the lack of awareness is due
to the lack of knowledge of security procedures.

According to the Malaysia Marine Department database (20-
18), the total number of active Malaysian seafarers is 694,551.
The sampling size of this research was determined by using the
Krejcie and Morgan (1960) sampling method, which required
384 active Malaysian seafarers as respondents. However, due
to restricted time, this research only managed to reach 100 re-
spondents. Based on the survey of 100 Malaysian seafarers, be-
low is the data that can be concluded on the level of awareness
of seafarers on the cyberattack situation in shipping operations.

The graph illustrates varying levels of awareness regarding
key cybersecurity challenges in maritime operations. It identi-
fies five critical areas: lack of organizational framework, proper
training, outdated software, connectivity, the convergence of IT
(Information Technology) and OT (Operational Technology),
and infection of malware and ransomware. IT (Information
Technology) deals with systems that manage, process, and store
data, such as networks, servers, software, and communication

Figure 3: The awareness of seafarers on the factor of cyberat-
tack.

Percentage
un
=

Lack of Noproper  Outdated Connectivity Infectionof

organizational  training software andthe  malware and

framework converging of ransomware
IT&OT

Source: Authors.

technologies. It focuses on the digital infrastructure for data
management, cybersecurity, and communication. Examples are
enterprise networks, e-mail systems, cloud computing, and data-
base management. OT (Operational Technology) involves hard-
ware and software systems that monitor, control, and operate
physical processes, machinery, and industrial equipment. It fo-
cuses on the operational and automation aspects of manufac-
turing, energy, and maritime operations. Examples: SCADA
(Supervisory Control and Data Acquisition), Industrial Control
Systems (ICS), and ship engine monitoring systems.

The graph starts with a lack of organizational framework,
where awareness is notably low, around 10%. This suggests
that many people are unaware of the importance of having a
structured cybersecurity framework to protect maritime systems.
Moving to no proper training, awareness increases steadily, re-
flecting a growing recognition of how inadequate or insufficient
training exposes maritime operations to cyber threats.

The peak in the graph is with outdated software, where
awareness reaches approximately 50%. This indicates that out-
dated software is the most widely recognized challenge, likely
due to its association with known vulnerabilities that hackers
can exploit. However, awareness drops significantly when ad-
dressing connectivity and the convergence of IT and OT sys-
tems, falling close to zero. This sharp decline highlights a crit-
ical gap in understanding the risks associated with integrating
operational and digital technologies, which are increasingly in-
terconnected in modern maritime operations.

Finally, awareness of infection from malware and ransomware
remains extremely low, showing only a slight increase. This is
concerning, given the prevalence of malware and ransomware
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attacks in maritime and other industries.

The graph reveals inconsistent awareness levels across dif-
ferent cybersecurity issues, with outdated software being the
most recognized concern. However, the lack of awareness re-
garding connectivity risks and malware infections highlights
significant gaps that must be addressed. Improving training, or-
ganizational frameworks, and educational efforts is essential to
enhance cybersecurity awareness and preparedness in maritime
operations.

Figure 4: Seafarers’ awareness of the basic cyber security con-
cepts, such as viruses, malware, and phishing.

60
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Source: Authors.

The data reflects the level of awareness among seafarers re-
garding basic cybersecurity concepts such as viruses, malware,
and phishing. The results indicate that most respondents pos-
sess a considerable degree of awareness. Most participants (??)
”Agree” that they are familiar with these concepts, while 20
respondents “Strongly Agree,” indicating an elevated level of
confidence in their knowledge. Additionally, 23 respondents
”Slightly Agree,” suggesting moderate awareness. Only one in-
dividual ’Slightly Disagrees,” and none fall into the "Disagree”
or ”Strongly Disagree” categories. This highlights that aware-
ness of fundamental cybersecurity issues is widespread among
the surveyed group, with minimal indications of insufficient
knowledge.

Cybersecurity protects digital systems, networks, devices,
and data from unauthorized access, theft, damage, or malicious
activities. It encompasses a range of technologies, processes,
and practices designed to defend against cyber threats such as
hacking, malware, phishing, and ransomware. The primary ob-
jectives of cybersecurity are to ensure confidentiality by safe-
guarding sensitive information, maintain integrity by prevent-
ing unauthorized alterations, and guarantee availability by en-
suring systems and data remain accessible to authorized users.
Covering various areas like network, application, cloud, and in-

formation security, cybersecurity is a constantly evolving field
that requires continuous updates and vigilance to combat emerg-
ing threats.

A computer virus is malicious software designed to repli-
cate and spread to other devices, often without the user’s knowl-
edge. It attaches itself to legitimate programs or files and exe-
cutes harmful actions, such as corrupting or deleting data, slow-
ing system performance, or causing complete system failures.
Viruses typically spread through infected e-mail attachments,
downloads, or removable storage devices. According to Kasper-
sky (2023), viruses are one of the most common types of mal-
ware and can severely disrupt personal and organizational sys-
tems if not properly mitigated. To protect against viruses, using
updated antivirus software, avoiding suspicious files, and reg-
ularly updating operating systems and applications are critical
steps.

Malware, short for "malicious software,” refers to any soft-
ware designed to harm, exploit, or disrupt devices, networks, or
services. Common types of malware include viruses, wormes,
Trojans, ransomware, spyware, and adware. Malware can in-
filtrate systems through phishing e-mails, malicious websites,
or infected files, with effects ranging from data theft to sys-
tem hijacking and unauthorized surveillance. Symantec (2023)
notes that malware attacks are becoming increasingly sophisti-
cated, making it essential to use comprehensive cybersecurity
measures like firewalls, reputable security software, automatic
updates, and user education on safe online practices.

Phishing is a social engineering tactic where attackers trick
individuals into disclosing sensitive information, such as pass-
words or financial data. It often involves fraudulent e-mails,
messages, or websites disguised as legitimate sources, such as
banks or trusted organizations. Phishing attacks exploit hu-
man trust and urgency, prompting users to act without verify-
ing the authenticity of the communication. According to the
Anti-Phishing Working Group (APWG, 2023), phishing attacks
have significantly increased in recent years, targeting individu-
als and businesses. Combating phishing requires cautious be-
havior, verifying sender identities, avoiding clicking on suspi-
cious links, and implementing multi-factor authentication for
enhanced security.

This indicates that awareness of basic cybersecurity issues
is widespread among the surveyed group, with minimal indica-
tions of insufficient knowledge. By understanding the threats
posed by viruses, malware, and phishing, individuals and orga-
nizations can better prepare to protect their digital environments
and data from these increasingly prevalent cyber risks.

4.3. Recommendation to Increase the Awareness of Malaysian
Seafarers on Cyber Security in Shipping Operations.

Lastly, the research outcome proposes a recommendation to
raise seafarers’ awareness of cyber security in shipping opera-
tions. Referring to previous research, below are the initiatives
to raise seafarers’ awareness of cyber security in shipping oper-
ations.
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Figure 5: Recommendation to raise the level of awareness of
seafarers on cyber security in shipping operations.
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The result emphasizes the critical need to raise seafarers’
awareness of cybersecurity in shipping operations by outlining
key recommendations supported by research. Cybersecurity in
maritime operations is a growing concern due to the increasing
reliance on digital systems for communication, navigation, and
logistics. As ships and ports adopt advanced technologies, they
become more vulnerable to cyber threats like hacking, malware,
and phishing attacks. Therefore, improving the cybersecurity
awareness of seafarers and maritime personnel is essential to
safeguard operations, protect assets, and ensure the safety of
crew and cargo.

The first recommendation focuses on providing proper train-
ing for employees of maritime-related institutions. Zhang and
Albert (2019) emphasize that employees must be trained to han-
dle and respond to cybersecurity issues effectively. Training
equips them with the necessary skills and knowledge to iden-
tify potential cyber threats, respond to breaches, and implement
preventive measures. Proper training improves individual com-
petence and contributes to building a culture of cybersecurity
awareness within maritime organizations.

Secondly, the chart highlights the importance of providing
sea crews with sufficient knowledge through regular and com-
prehensive training. According to Kanwal et al. (2022), con-
sistent training helps mitigate the impact of cyberattacks by en-
suring that sea crews are well-prepared to detect and respond
to threats. Shipping operations rely heavily on automated sys-
tems and networks, which can be disrupted if crews are unaware
of the risks. By enhancing their understanding of cybersecurity
practices, organizations can reduce vulnerabilities and maintain
operational continuity during a cyber incident.

Another key recommendation is to publish policies that ad-
equately cover critical areas of maritime cybersecurity. Kan-

wal et al. (2022) argue that policies must address essential
aspects such as system readiness, training, and monitoring re-
quirements. Policies provide a framework for implementing cy-
bersecurity measures, ensuring organizations remain proactive
in addressing potential risks. By setting clear training, system
maintenance, and incident response guidelines, policies help
standardize cybersecurity practices across the maritime sector.

Furthermore, the chart stresses the need for a cybersecu-
rity company strategy aligned with organizational goals. Kala
and Balakrishnan (2019) emphasize that companies should in-
tegrate cybersecurity into their broader strategies. This includes
running crew performance measurements, assessing value de-
livery, and effectively implementing security measures. Align-
ing cybersecurity strategies with organizational objectives en-
sures that security becomes a priority rather than an afterthought,
fostering a coordinated and systematic approach to tackling cy-
ber risks.

Finally, the recommendation to use contemporary examples
of cyber-attacks in training programs highlights the importance
of practical, real-world learning. Hareide et al. (2008) sug-
gest that training sessions incorporate case studies and actual
cyber-attack examples to enhance the navigators’ competence
and system awareness. By examining past incidents, seafarers
can better understand the nature of cyber threats, learn how sys-
tems can be exploited, and develop strategies to prevent similar
attacks in the future. This approach enhances critical thinking
and ensures crews are equipped to handle complex cybersecu-
rity challenges.

In conclusion, raising seafarers’ cybersecurity awareness
requires a multi-faceted approach involving training, policies,
and strategic alignment. Proper and regular training helps em-
ployees and crews effectively identify, prevent, and respond to
cyber threats. Policies provide a structured framework for ad-
dressing critical areas of cybersecurity while aligning cyberse-
curity strategies with organizational goals to ensure a system-
atic approach to risk management. Incorporating real-world ex-
amples into training further enhances awareness and prepared-
ness. Together, these measures are vital in strengthening cy-
bersecurity in maritime operations, ensuring safer and more re-
silient shipping systems.

Conclusions.

Maritime cybersecurity has become an especially critical is-
sue both nationally and internationally. Seafarers’ awareness of
cyber security in shipping operations must be maintained.

It can be concluded that Malaysian seafarers are not fully
aware that a lack of organizational framework can be a factor
in organizational cyberattacks. However, they agree and are
aware of other factors, such as no proper training, connectivity,
the converging of IT & OT, and the infection of malware and
ransomware. The respondents agree that outdated software is
the most influential factor in cyberattacks. The early hypoth-
esis is based on research from Canepa et al. (2021), as they
conclude that the lack of awareness is true. The results of the
study are to evaluate seafarers’ level of awareness of cyberat-
tacks in shipping operations.
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The contributions of this research are to propose recommen-
dations to raise seafarers’ level of awareness of cyber security
in shipping operations. Even though a few maritime organiza-
tions and companies have made many efforts to raise awareness
of cyber security, its effectiveness might not achieve its target.
The data from this research can contribute to any institution or
organization in the maritime field to improve cyber security in
shipping operations in Malaysia.

Acknowledgements.

We sincerely thank the University of Malaysia Terengganu
and the maritime cyber security experts who generously partic-
ipated in the interviews. Their insights into the field proved to
be invaluable.

References.

Afenyo, M. and Caesar, L.D. (2023) Maritime cybersecu-
rity threats: Gaps and directions for future research. Ocean &
Coastal Management. 236. p.106493.

Alcaide, J.I. and Llave, R.G. (2020) Critical infrastructures
cybersecurity and the maritime sector. Transportation Research
Procedia. 45. p.547-554.

Ashraf, 1. Park, Y. Hur, S. Kim, S.W. Alroobaea, R. Zikria,
Y.B. and Nosheen, S. (2022) A survey on cyber security threats
in iot-enabled maritime industry. IEEE Transactions on Intelli-
gent Transportation Systems. 24(2). p.2677-2690.

Canepa, M. Ballini, F. Dalaklis, D. and Vakili, S. (2021) As-
sessing the effectiveness of cybersecurity training and raising
awareness within the maritime domain. In INTED2021 Pro-
ceedings. p. 3489-3499.

Det Norske Veritas (DNV) (2023) Digitalization in the mar-
itime industry. [Online] Available from: https://www.dnv.com/-
maritime/insights/topics/digitalization-in-the-maritime-industry/-
index.html [Accessed: 11/12/2023].

Hanzu-Pazara, R. Raicu, G. and Zagan, R. (2019) Novem-
ber. The impact of human behaviour on cyber security of the

maritime systems. In Advanced Engineering Forum 34 p. 267-
274.

Hareide, O.S. Jgsok, @. Lund, M.S., Ostnes, R. and Hel-
kala, K. (2018) Enhancing navigator competence by demon-
strating maritime cyber security. The Journal of Navigation.
71(5). p.1025-1039.

Hopcraft, R. and Martin, K.M. (2018) Effective maritime
cybersecurity regulation—the case for a cyber code. Journal of
the Indian Ocean Region. 14(3), p.354-366.

International Maritime Organization (IMO) (2019) Maritime
Cyber Risk. Available from: https://www.imo.org/en/OurWork/-
Security/Pages/Cyber-security.aspx [Accessed: 22/10/2023].

Kanwal, K. Shi, W. Kontovas, C. Yang, Z. and Chang, C.H.
(2022) Maritime cybersecurity: are onboard systems ready?
Maritime Policy & Management. p.1-19.

Lagouvardou, S. (2018) Maritime Cyber Security: concepts,
problems and models. Kongens Lyngby, Copenhagen. p 19-28.

Lee, Y.C. Park, S.K. Lee, W.K. and Kang, J. (2017) Im-
proving cyber security awareness in maritime transport: A way
forward. Journal of Advanced Marine Engineering and Tech-
nology JAMET). 41(8), p.738-745.

Meland, PH. Bernsmed, K. Wille, E. Rgdseth, @.J. and
Nesheim, D.A. (2021) A retrospective analysis of maritime cy-
ber security incidents.



