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In the contemporary era of extensive digital connectivity, the marine sector assumes a pivotal role as
a vital nexus for facilitating worldwide trade and commercial activities. Nevertheless, the industry’s
rising dependence on digital technologies has rendered it vulnerable to an escalating menace: cyber-
attacks. The aforementioned attacks possess the capacity to provide severe repercussions that exceed
the ramifications of natural calamities. This article explores the imperative necessity for adopting a
proactive stance towards marine cybersecurity, with a specific focus on the vulnerabilities introduced
by human-induced catastrophes, including cyber-attacks. Case studies, such as the well-known Maersk
disaster and cyberattacks targeting Operational Technology (OT) systems in Iran, highlight the vulnera-
bilities present within key marine infrastructure. The introduction of security ratings, such as Common
Criteria, is regarded as a beneficial mechanism for evaluating and improving cybersecurity measures.
Additionally, this research suggests adding a deterrent phase to current cybersecurity methods in order

to effectively deal with risks before they happen.
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1. Introduction.

The maritime industry, with its intricate web of global trade
routes and supply chains, is a vital pillar of the world economy.
However, the industry’s increasing integration with digital tech-
nologies exposes it to new threats. This section provides an in-
troduction to the paper, emphasizing the vulnerability of critical
maritime infrastructure to cyber-attacks.

“Man made disasters are more dangerous than natural
disasters”

The maritime industry, a cornerstone of global commerce
and trade, is traversing uncharted waters in the digital era. The
integration of advanced technologies and digital systems has
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revolutionized the industry, optimizing operations, enhancing
efficiency, and ensuring timely deliveries across the world. How-
ever, this transformation has brought forth a burgeoning challen-
ge-cyber threats. In an age where the virtual realm is as influ-
ential as the physical, the maritime sector stands exposed to an
escalating threat landscape, where man-made disasters, partic-
ularly cyber-attacks, loom as menacing adversaries. The poten-
tial consequences of these attacks eclipse even those of natural
disasters, rendering the need for a proactive approach to mar-
itime cybersecurity more pressing than ever.

This article takes a look at the dangerous oceans of cy-
ber threats, emphasizing how important it is to strengthen mar-
itime cybersecurity to prevent hostile intrusions. We explore
the physiology of cyberattacks, uncovering the complexities of
their genesis and effects. We show the weaknesses inherent
in vital maritime infrastructure by studying remarkable case
studies like the disastrous Maersk incident and cyberattacks on
Iran’s Operational Technology (OT) systems. These case stud-
ies help us understand the severity of cyber threats and the ne-
cessity of enhancing our cybersecurity measures.

Cybersecurity guidelines have been developed by the Inter-
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national Maritime Organization (IMO) and other industry par-
ties. Nevertheless, the growing nature of cyberattacks calls for
a paradigm shift in our approach. To achieve this, we suggest
adding a proactive deterrence stage to the current cybersecurity
techniques. Instilling a proactive ethos in the maritime cyber-
security landscape, this additional layer —Deter - Identify -
Protect - Detect - Respond - Recover — prioritizes thwarting
potential threats before they materialize.

In the subsequent sections, we explore the complexities of
maritime cybersecurity by examining security ratings as a means
of strengthening cyber resilience. Allowing consumers to make
informed choices, we support the universal adoption of these
ratings. Our goal, as we proceed on this path, is obvious:

e to strengthen the maritime domain against cyberattack-
ers,

e to ensure safe operations and uninterrupted global trade
in the era of digitalization.

2. The Growing Threat: Anatomy Of Cyber Attacks.

Cyberattacks have emerged as a significant threat in today’s
technologically advanced world, posing a significant danger to
the maritime industry. To appreciate their potential impact on
critical maritime infrastructure, it is essential to understand the
anatomy of these cyberattacks.

Cyberattacks originate from the software implementation
life cycle, which is a complex web of programs, data sets, and
instructions that allow computers and digital devices to perform
certain tasks. Software is vulnerable to cyberattack because it
works differently than physical products. Software creation and
use creates a digital landscape that has both risks and opportu-
nities for exploitation. In essence, a wide range of applications,
ranging from smartphones and personal computers to industrial
equipment and spacecraft, are based on software.

”We can rebuild homes destroyed by nature, but it’s much
harder to rebuild the trust and security shattered by
man-made disasters.”

Let us compare a road construction project to understand
software vulnerability. Like a road is made to connect two
places, software is made to handle finance or IT applications.
To ensure that the software accomplishes its intended task ef-
ficiently and correctly is the primary objective of a code de-
veloper. However, like roads with problems like landslides or
theft-prone areas, software can have bugs or weaknesses that
criminals can exploit. These vulnerabilities allow malware or
viruses to get in and stop the software working.

The End-User License Agreement (EULA) is one of the
most challenging elements when it comes to software. Soft-
ware, unlike tangible products, often runs under licensing agree-
ments, shifting user responsibility. Unlike consumer protec-
tions for tangible products, when a user installs software and
accepts the terms of the EULA, they accept responsibility for

any effects or risks associated with its use. This software fea-
ture highlights how important it is to understand and carefully
consider the terms of software licenses before using it.

Cyberattacks start with the software implementation life cy-
cle. Malicious actors exploit these shortcomings by breaking
into software systems so that they cannot function properly.
Data breaches and system malfunctions to full infrastructure
control are some of the negative effects of this intrusion. Under-
standing this life cycle is crucial for understanding cyberattack
anatomy, preparing us to strengthen our defenses, and navigat-
ing the complex maritime cybersecurity landscape.

3. Maritime Cyber-Security: Significant Cases.

“Cyber attacks are the Nuclear Bombs of the new Era”

3.1. Maersk — “NotPetya”.

The ransomware assault that occurred in 2017 targeting the
company Maersk was a momentous incident with substantial
and extensive consequences, impacting not only the organiza-
tion itself but also exerting a profound influence on worldwide
supply networks. In June 2017, Maersk, a prominent global
shipping enterprise, experienced a cyberattack referred to as
”NotPetya,” which involved the deployment of ransomware. The
malware successfully infiltrated and encrypted the entirety of
the company’s IT infrastructure, encompassing a substantial num-
ber of 50,000 computers and backup servers. The attack has
significant global ramifications due to Maersk’s handling of 20%
of the world’s shipping capacity. The global operations of ports,
terminals, and logistics companies experienced significant dis-
ruptions due to their dependence on Maersk’s systems for the
purposes of coordination and tracking. The severity of the cri-
sis was exemplified by the congestion in New Jersey, where an
excess of 3,000 trucks were queued as a result of inadequate
infrastructure to manage the influx of containers. According
to reports, Maersk incurred an approximate financial loss of
US$350 million as a result of the ransomware incident. This
encompassed charges related to data and system recovery, oper-
ational losses, and company interruption. The Maersk disaster
functioned as a catalyst for businesses spanning several indus-
tries, prompting them to become more alert and responsive. The
incident brought attention to the susceptibilities of essential in-
frastructure to cyber assaults and emphasized the necessity for
strong cybersecurity protocols.

3.2. Iran: Cyber-Attacks on OT systems- Cyber attacks can
control the mechanical systems.

The Stuxnet computer worm, which was detected in 2010,
exhibited a high level of complexity and was designed with the
explicit purpose of targeting supervisory control and data ac-
quisition (SCADA) systems employed in industrial and opera-
tional technology (OT) settings. The perpetrators successfully
penetrated the operational technology (OT) systems of the plant
and assumed command over the centrifuges, resulting in their
malfunction and subsequent self-destruction. Maritime enter-
prises heavily depend on a diverse array of operational technol-
ogy (OT) systems to effectively oversee and regulate multiple
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facets of their activities, encompassing navigation, cargo man-
agement, engine control, and communication.

3.3. ECDIS.

Electronic Chart Display and Information Systems (ECDIS)
serve a pivotal role as indispensable navigational aids employed
on contemporary maritime vessels. The company offers up-to-
date digital charts and navigation data in real-time to aid sea-
farers in navigating safely and efficiently. Cyber attackers may
endeavor to compromise Electronic Chart Display and Infor-
mation Systems (ECDIS) in order to modify navigational data.
This can encompass modifying the ship’s spatial coordinates or
navigational information, so creating the illusion that the ves-
sel is situated in an other geographic place or manipulating the
intended trajectory of the ship.

3.4. Antwerp’s cargo tracking system.

Cybersecurity measures were compromised by hacker col-
lectives, purportedly affiliated with drug trafficking organiza-
tions, in their endeavor to infiltrate the cargo monitoring sys-
tem at the Port of Antwerp. The vulnerability enabled unau-
thorized individuals to gain access to vital information, such
as the precise whereabouts and security specifications of cargo
containers. Consequently, these malevolent entities possess the
capability to deploy vehicles with the purpose of intercepting
containers before to their rightful owners. The penetration was
executed using a two-pronged strategy, which encompassed the
dissemination of malicious software to the personnel of the port
and the utilization of key-logging devices, thereby facilitating
remote entry into the port’s cargo management systems.

4. Definition Maritime Cyber-Security.

Maritime cybersecurity refers to the implementation of mea-
sures aimed at safeguarding the Critical Information Infrastruc-
ture (CII) within the maritime sector. This pertains to safe-
guarding against cyberattacks and unintentional errors that pos-
sess the capability to incapacitate, disrupt, or commandeer the
Information Technology (IT) and Operational Technology (OT)
infrastructure within the maritime sector.

The essential infrastructures under consideration can be clas-
sified into three primary domains for analysis:

4.1. Systems in the general environment.

It refers to crucial systems utilized for navigation and com-
munication in the maritime sector. Examples of such systems
include Global Navigation Satellite Systems (GNSS) and Au-
tomatic Identification System (AIS).

4.2. Systems onboard ships.

It encompass critical components such as ballast systems
and propulsion control, which play a vital role in ensuring the
efficient functioning and safety of boats during their maritime
operations.

4.3. Systems Ashore.

It refers to the monitoring and management of systems as-
sociated with cargo and port operations. These systems are cru-
cial for ensuring the effective and secure operation of ports and
maritime logistics.

The shipping insurance industry has introduced the term
“cyber seaworthiness” to refer to the level of cybersecurity readi-
ness for a marine vessel.

5. Anatomy Of The Cyber Attacks: How Its Carried Out.

5.1. Software implementation life cycle.

In order to ascertain the roots of cyber attacks, it is impor-
tant to possess a foundational comprehension of the processes
involved in software development and its subsequent commer-
cialization. In contrast to tangible goods, software operates in-
side a discrete domain and adheres to certain marketing tac-
tics. The unique characteristics of a system or network have a
substantial impact on the emergence and development of cyber
threats.

The phrase "Software” comprises a diverse array of pro-
grams, data sets, and instructions that enable computers and
digital devices to perform specific tasks, functions, or opera-
tions. It serves as a crucial component in modern technology,
acting as the foundation for a wide range of applications, in-
cluding but not limited to smartphones, personal computers, in-
dustrial machinery, and spacecraft.

The utilization of an analogy that draws a parallel between
software development and the construction of a road between
Delhi and Mumbai seems to be an effective method for com-
prehending the underlying notion in a straightforward manner.
Software is specifically engineered to do a specific activity or
process. Similar to the construction of a road that serves as
a means of connecting the cities of Delhi and Mumbai, soft-
ware is developed with the purpose of accomplishing specific
objectives, such as financial management, enterprise resource
planning (ERP), and information technology (IT) applications.
The primary objective of a code developer is to ensure the ef-
fective and accurate execution of software in accordance with
its intended purpose, analogous to the goal of road builders in
creating the most shortest and safest route between Delhi and
Mumbai. The phrase ”and safest” is intentionally crossed out
because safety considerations are often given less priority in
most software projects. Similar to how roads might face chal-
lenges such as landslides or places prone to theft, software sys-
tems can possess vulnerabilities or weaknesses that can be ex-
ploited by hostile actors, akin to thieves. These vulnerabilities
serve as potential entry points for malicious software or viruses,
which can then affect the normal functioning of the software.

5.2. Who is at Risk? The famous EULA.

When your car’s airbags fail to deploy in a critical situa-
tion, you can typically hold the car manufacturer accountable
through legal action. However, in the realm of software, the sce-
nario is quite different. If a software system fails to withstand a
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Figure 1: How Stuxnet worked.
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1. infection

Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.

2. search

Stuxnet then checks whether a given
machine is part of the targeted indus-
trial control system made by Siemens.
Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel.

3. update

If the system isn't a target.
Stuxnet does nothing; if it is,
the worm attempts to
access the Internet and
download a more recent
version of itself

EL—»%—» .“;B

4. compromise

The worm then compromises the
target system’s logic controllers,
exploiting "zero day™ vulnerabilities-
software weaknesses that haven't
been identified by security experts.

5. control

In the beginning, Stuxnet spies on the

operations of the targeted system. Then it

uses the information it has gathered to
take control of the centrifuges. making
them spin themselves to failure.

-

6. deceive and destroy
Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what's
going wrong until it’s too late to do
anything about it

Source: L-Dopa.

cyber attack, the software company often disclaims any respon-
sibility. This differs from the expectations we have with tradi-
tional physical products from vendors. With software products,
the concept of ownership is often replaced by licensing agree-
ments. These agreements, often outlined in the End-User Li-
cense Agreement (EULA), shift the burden of responsibility
onto the user. In essence, when you install software and ac-
cept the terms of the EULA, you’re acknowledging that you are
responsible for any consequences or risks associated with the
software’s use.

In contrast to the consumer protections commonly associ-
ated with tangible products, the software industry tends to ab-
solve itself of certain liabilities, making users bear a significant
portion of the risks. This distinction underscores the impor-
tance of understanding and carefully considering the terms of
software licenses before use, as they can significantly impact
your rights and responsibilities as a user.

The life cycle of a software from a user and company per-
spective looks as below:

Figure 2: The Life-cycle of a Software.

User / Organization Software Company

User Buy a new software version 0 Software company creates a product for

a certain ohjective/ accomplish a task

!

The software is used for few years

The software is regularly updated
(vulnerabilities fixed)

! l

Market dynamics / advancement in

The software is working fine and
performing the task, the updates
received from software vendor are

regularly applied l

New Version Launched. Company

technologies prompt the vendor to

launch latest versions of the product.

User has choice to Continue in old stops support for old versions though

version or Free Upgrade offers free upgrade to new version.

Source: Authors.

5.3. Upgrades.

Software companies often provide what they call "free” up-
grades for their products. However, it’s crucial to recognize that
these upgrades can come with substantial hidden costs. Take,
for example, the transition from Windows 7 to Windows 11.
While the upgrade itself may not incur a direct financial charge,
it can necessitate significant collateral expenses.

For instance, upgrading from Windows 7 to Windows 11
may demand hardware enhancements, such as increasing the
system’s RAM from 1GB to 4GB. This is just one component;
there are numerous other hardware and software changes that
organizations may need to implement to ensure compatibility
and optimal performance. These costs can run into millions for
each upgrade cycle.
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The recent cyber security incident involving Maersk serves
as a stark reminder of the importance of comprehensive up-
grades. Although major city systems were successfully up-
graded and patched, the oversight of smaller city systems proved
to be the weak link in their cyber security chain. This oversight
allowed the attack to gain a foothold where defenses were less
robust, highlighting the adage that

“a chain is only as strong as its weakest link.”

In summary, the apparent “free” nature of software upgrades
can mask substantial indirect costs, and neglecting to upgrade
all components of a system can expose organizations to vulner-
abilities, underscoring the critical importance of thorough and
consistent upgrades.

6. Present Guidance and Standards on Cyber Security.

The International Maritime Organization (IMO) has taken
decisive steps in order to solve and control maritime cyber risks.
Actually, Maritime Safety Committee (MSC) and The Facili-
tation Committee (FAL) have issued “Guidelines on maritime
cyber risk management” (MSC-FAL.1/Circ.3) as an answer to
the increased number of cyber-attacks. The Guidelines com-
pletely accept NIST framework with five key elements: iden-
tification, protection, detection, response, and recovery (Inter-
national Maritime Organization, Guidelines on maritime cyber
risk management, MSC-FAL.1/Circ.3, 2017).

e IMO has issued MSC-FAL.1-Circ.3-Rev.2 Guidelines on
maritime cyber risk management.

e The Maritime Safety Committee, at its 98th session in
June 2017, also adopted Resolution MSC.428(98) Mar-
itime Cyber Risk Management in Safety Management
Systems.

e Guidelines on Cyber Security on board Ships issued by
ICS, TUMI, BIMCO, OCIMF, INTERTANKO, INTER-
CARGO, InterManager, WSC and SYBAss.

e Consolidated IACS Recommendation on cyber resilience
(Rec 166).

e ISO/IEC 27001 standard on Information technology —
Security techniques — Information security management
systems — Requirements. Published jointly by the Inter-
national Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC).

e United States National Institute of Standards and Tech-
nology’s Framework for Improving Critical Infrastruc-
ture Cyber security (the NIST Framework).

e [APH Cyber security Guidelines for Ports and Port Facil-
ities

6.1. Analysis of the guidelines.

The IMO (International Maritime Organization) guidelines
emphasize the importance of ”Cyber Risk Management.” This
phase involves the systematic identification and management of
cyber risks within maritime operations. Additionally, it stresses
the need for maintaining a disciplined approach to cyber se-
curity, with principles that guide the handling of cyber risks.
These principles typically include

Identify - Protect - Detect - Respond — Recover

The guidelines and standards outlined for combating cyber
risks in the maritime industry are undeniably valuable and pro-
vide essential documentation. However, it’s crucial to recog-
nize that the field of IT and computing is constantly evolving,
and shipping companies primarily focus on their core opera-
tions, not IT.

Addressing cyber risks effectively demands the involvement
of dedicated and qualified IT professionals who possess the ex-
pertise to comprehend the intricacies of these risks. Software
documentation, often spanning volumes of pages, can be com-
plex, and some aspects require a seasoned eye to discern vul-
nerabilities that might not be evident at first glance.

In essence, while these guidelines provide a solid founda-
tion, they underscore the need for specialized IT professionals
who can navigate the nuances of cyber security, particularly in
industries where IT is not the primary focus. These experts play
a critical role in safeguarding against evolving cyber threats and
ensuring the secure operation of digital systems in the maritime
sector.

6.2. What is missing in the present guidelines.

The current guidelines primarily concentrate on mitigating
cyber threats after they have already occurred. These guide-
lines assume that such risks are almost inevitable; outlining
the actions organizations should take once a threat materializes.
However, this paper suggests enhancing the existing methodol-
ogy by introducing an additional layer of "Deterrence” to the
cybersecurity framework, creating a more comprehensive ap-
proach:

Deter - Identify - Protect - Detect - Respond - Recover

o Deter: This new initial phase focuses on proactively de-
terring cyber threats before they even emerge. It involves
implementing strategies and measures to discourage po-
tential attackers from targeting the organization’s systems
and assets.

Putting the focus on the first layer i.e. deterrence will save
the organization from cost and efforts required on the remaining
layers.

Holy Gita chapter says that in order to control the mind it is
important to make a screen to filter the thoughts , because once
they enter the mind , it will take all the resources to manage it.
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7. Concept Of Security Ratings of Softwares and Devices.

The concept of security ratings of the software’s and devices
is taking prominence in mission critical software’s. There is
need to implement the same to Maritime industry to minimize
the risks and deter the cyber attacks.

The Common Criteria for Information Technology Security
Evaluation, often referred to as Common Criteria or CC, is an
internationally recognized standard (ISO/IEC 15408) for cer-
tifying the security of computer systems. It serves as a frame-
work that allows users of computer systems to define their secu-
rity requirements, both in terms of functionality (Security Func-
tional Requirements or SFRs) and assurance (Security Assur-
ance Requirements or SARs), within a document called a Se-
curity Target (ST). These requirements can also be drawn from
Protection Profiles (PPs).

Vendors of computer security products can then use these
Security Targets to demonstrate and make claims about the se-
curity features and capabilities of their products. Independent
testing laboratories can assess these products to verify whether
they indeed meet the security claims made by the vendors.

In essence, the Common Criteria establishes a structured
and standardized approach to ensure that the process of speci-
fying, implementing, and evaluating the security of a computer
system or product is carried out rigorously and consistently.
This evaluation is conducted at a level that aligns with the in-
tended environment in which the product will be used.

Common Criteria maintains a registry of certified products,
which includes a wide range of offerings such as operating sys-
tems, access control systems, databases, and key management
systems. This certification process helps organizations make
informed decisions about the security of the products they ac-
quire, promoting trust and confidence in the cyber security land-
scape.

The Evaluation Assurance Level (EAL), ranging from -
EALI to EAL7, is a numeric grade assigned after completing
a security evaluation based on the Common Criteria interna-
tional standard, established since 1999. These increasing levels
of assurance represent additional requirements that must be met
to attain Common Criteria certification. The purpose of higher
EALs is to provide greater confidence that the system’s core se-
curity features are implemented reliably. It’s important to note
that the EAL level doesn’t measure the inherent security of the
system itself; rather, it indicates the level at which the system
was tested and evaluated.

To achieve a specific EAL, a computer system must sat-
isfy particular assurance requirements. These requirements pre-
dominantly involve aspects like design documentation, design
analysis, functional testing, and sometimes penetration testing.
Higher EALs demand more extensive documentation, analysis,
and testing compared to lower ones. Achieving a higher EAL
certification generally involves greater costs and time invest-
ments compared to achieving a lower EAL. The EAL number
assigned to a certified system signifies that the system has suc-
cessfully fulfilled all requirements associated with that specific
level. In essence, it serves as a way to communicate the depth
and rigor of the evaluation process for a given IT product or

system’s security features.

Conclusions.

Organizations can indeed enhance their cyber security strate-
gies by incorporating a deterrence layer. This additional layer
emphasizes proactive measures to discourage cyber threats. Here
are some key points related to this approach:

e Security Ratings: Universal efforts to encourage soft-
ware companies to adopt security ratings are essential.
These ratings can provide customers with valuable infor-
mation about a product’s security posture. By making se-
curity ratings a standard practice, organizations can more
effectively evaluate and compare software products.

o Customer Awareness: Raising awareness among cus-
tomers about the importance of selecting products based
on security ratings is crucial. Educating customers about
the risks associated with low-security-rated products can
help them make informed decisions and prioritize secu-
rity in their purchasing choices.

e Risk Evaluation: Organizations should weigh the pros
and cons of purchasing products with low security rat-
ings. While such products may be more cost-effective
initially, they can pose significant risks and potential long-
term costs in terms of data breaches, downtime, and re-
mediation. Assessing these risks is vital.

o Consequences Acceptance: Accepting the consequences
of choosing products with low security ratings means ac-
knowledging the potential vulnerabilities and being pre-
pared to deal with the aftermath. This may include in-
vesting in additional security measures, monitoring, and
incident response capabilities.

Incorporating deterrence strategies, advocating for security
ratings, and fostering customer awareness can collectively con-
tribute to a more proactive and resilient cyber security land-
scape. It empowers organizations to make informed decisions
that prioritize security and reduce the overall risk of cyber threats
and incidents.
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