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Cyber threats are illegal operations that use technology to help criminal organisations or individuals
achieve their goals, whether they be political or economic. Cyber navigation in the context of mar-
itime cybersecurity refers to the use of digital tools and systems to guarantee the efficient, safe, and
effective navigation of ships. The purpose of this study is to investigate and clarify how cyber threat
elements affect digital navigation. Digital Navigation Theory and Cyber Digital Theory are incorpo-
rated within its theoretical framework. A questionnaire was sent to twelve experts using the Delphi
approach to determine the elements impacting cyber dangers. After this approach, eight crucial factors
that contribute to cyber threats were identified. The relationships between these cyber threat elements
were then mapped out using the Interpretive Structural Modelling (ISM) approach. The investigation
identified four different levels of factor interaction. Internal threats (A3), firewall vulnerabilities (A4),
improper use of position data, and the Automatic Identification System (AIS) are all included in Level
I. Signal manipulation (A7) was recognized at Level II. Threats to IT systems (A8) and the installation
of navigation equipment (A5) are included in Level III. Lastly, Level IV analyses variables that have a
direct influence on cyber threats, mainly the frequency of cyber threats in Indonesia (A2) and Military
Operations Other Than War (A1).
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1. Introduction.

One major innovation that has become a pillar of modern
human existence is the internet, which has expanded to be-
come the world’s largest and fastest platform for ”borderless”
social and commercial interactions that are not constrained by
physical borders. Interactions are unrestricted by geographical
boundaries (Wahib et al., 2022).

Ardiyanti (2014) Emphasises the rise of cyber risks, requir-
ing new information management and security tactics. The
issues resulted in the creation of the US Army Cyber Com-
mand, acknowledging cyberspace as a crucial domain on par
with land, sea, air, and outer space. The US Army Cyber Com-
mand is responsible for overseeing and directing operations within
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the Department of Defense’s information networks. Its goal is
to prepare for and execute comprehensive cyber military opera-
tions to secure American interests in cyberspace and counteract
various cyber threats. Cybercrime is a modern threat similar to
a non-military type of warfare that can weaken national cohe-
sion through the actions of some individuals or groups (Ariyan-
ingsih et al., 2023).

In today’s technological environment, the prevalence of var-
ious internet technologies heightens the susceptibility to foreign
cyber-attacks. Integrating ships, containers, and offshore plat-
forms into networked systems exposes businesses such as ma-
rine and energy to substantial dangers from hacker operations
(Agoes, 2017).

This study examines cyber threats to digital navigation in
military settings outside traditional combat. Ardiyanti (2014)
Foreign naval forces have implemented strategies to address
and reduce cyber threats from external sources that have the
potential to disrupt or completely halt operations. Nevertheless,
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cyber risks in Indonesia have not been given sufficient attention,
mainly because cyber threat events are rare. This research in-
tends to discover the aspects and interactions of cyber threats
that impact digital navigation and have the potential to impair
operational effectiveness. The investigation focuses on cyber
hazards related to digital navigation on Indonesian Navy ships.

This study seeks to create a framework for evaluation and a
simulation model for cyber security hazards that focus on dig-
ital navigation systems. This research is based on Cyber Dig-
ital Theory, Digital Navigation, and Cyber Navigation Theory
in the context of maritime cybersecurity. The methodology is
guided by a descriptive qualitative statistical approach, along
with the Delphi method and Interpretative Structural Modelling
(ISM). This method utilises knowledge from a group of twelve
specialists, including scholars and professionals, throughout a
research period spanning from September 2023 to February 2024.
The emphasis on digital navigation as the primary research field
is due to its increased vulnerability to cyber-attacks.

This project intends to create a framework for evaluation
and a simulation model for cyber threats that attack digital navi-
gation systems. This research is based on Cyber Digital Theory,
Digital Navigation, and Cyber Navigation Theory in the con-
text of maritime cybersecurity. The methodology is guided by a
descriptive qualitative statistical approach, along with the Del-
phi method and Interpretative Structural Modelling (ISM). This
method utilises knowledge from a group of twelve specialists,
including academics and professionals, throughout a research
period spanning from September 2023 to February 2024. The
emphasis on digital navigation as the primary research field is
due to its increased vulnerability to cyber-attacks.

This study provides multiple contributions to the field. It
broadens the existing literature on managing cybersecurity in
the maritime industry (Gunes, Kayisoglu and Bolat, 2021). Sec-
ondly, it guides how marine businesses can improve their cyber-
security protocols to decrease the risk of cyber-attacks (Ejaz,
Noor and Rashid, 2022). Thirdly, The research is essential for
strengthening the security framework of the maritime industry
by identifying weaknesses, developing solid countermeasures,
and promoting best practices. Indonesia’s vast maritime ter-
ritory and crucial worldwide location make it susceptible to
cyber-attacks, an essential topic for academic research. This
study highlights a significant possibility for making both theo-
retical and practical contributions to maritime cybersecurity.

2. Literature Review.

2.1. Cyber Security.
Cybersecurity is a comprehensive set of practices, measures,

and activities designed to safeguard systems, networks, devices,
and data from cyberattacks, unauthorised access, damage, or
other digital threats. These protective efforts encompass both
the tangible and intangible aspects of information systems. ”soft”
infrastructure of cybersecurity includes human resources, such
as managers and policymakers (people), along with the poli-
cies, processes, protocols, and guidelines (processes) that col-
lectively establish a secure environment for information sys-
tems and data. On the other hand, ”hard” infrastructure refers

to the technological components, including hardware and soft-
ware, essential for defending systems and data against external
and internal cyber threats. Together, these elements of cyber-
security ensure the integrity, confidentiality, and availability of
information systems and the data they hold (Islam, 2018).

Figure 1: The Origins of Maritime Cyber Resilience.

Source: Authors.

Putra et al. (2023) Utilise Cyber Security theory to analyse
the dimensions and perform a risk assessment in the maritime
cyber environment. The study uses Cyber Security theory to
determine the dimensions of cyber threats and analyse the risk
assessment related to cyber threats on navigation systems.

2.2. Digital Navigation.

Digital navigation, which combines satellite location, digi-
tal maps, and reference points for travel, has transformed nav-
igation methods, but its broader effects require further investi-
gation. Recent findings suggest notable changes in road usage,
including redirecting local traffic to main roadways and a grow-
ing dependence on more minor roads. These alterations present
difficulties for decision-making and the administration of mar-
itime routes.

Digital navigation tools can predict estimated arrival times
based on anticipated traffic conditions, providing a potential so-
lution to reduce uncertainty related to trip times in busy ship-
ping routes. The impact of digital navigation on maritime con-
duct is not well-documented, indicating a knowledge gap that
must be addressed to improve voyage efficiency (Metz, 2022).

Asfriyanto (2012), utilized navigation theory in their study
to show how the GPS system may assist air traffic control for
aircraft operations in the region of Papua by acting as a remote
monitoring device. This application demonstrates how navi-
gation technology may improve both operational effectiveness
and safety.

By digitalizing navigation equipment, this research seeks
to overcome the vulnerabilities brought about by cyber threats,
drawing on the theoretical framework previously discussed. Since
cyberattacks haven’t yet resulted in any damage, the perceived
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danger is modest, but the Indonesian Navy still needs to be
ready for any possible threats. Indonesian cyber dangers are
currently underestimated, which emphasizes the need for more
excellent knowledge and readiness in the face of changing dig-
ital challenges.

2.3. Cyber Navigation in Maritime Cybersecurity.
The worldwide maritime industry’s increased reliance on

digitalization, automation, and operational integration has made
it more vulnerable to cyberattacks. Cyber technologies are now
essential for effectively controlling and running ships and port
infrastructure as well as for guaranteeing the environmental pro-
tection, safety, and security of marine operations. New risks
have been brought about by the integration of operational and
information technology (OT and IT) across maritime networks
and their internet connectivity.

Cyberattacks are seen as a serious concern, according to
the World Economic Forum’s 2020 Global Risk Report, which
places the maritime sector at the fifth-highest risk. Over the
previous three years, there has been a 900% increase in the in-
cidence of cyberattacks targeting OT systems in the maritime
industry. According to reports, there were fifty notable cyber
events in 2017, one hundred and twenty in 2018, and over three
hundred the year before. Over 500 significant cybersecurity
breaches will have occurred by year’s end, and countless more
will probably go unreported. In this regard, safety is still the
top priority in maritime operations, and navigation systems are
depending more and more on cyber technology to improve ef-
ficiency and security. As a result, it is more important than
ever to protect maritime operations from cyber attacks. The
International Maritime Organisation (IMO) has imposed strict
penalties on shipowners who neglect to incorporate cyber risk
management into their ship safety procedures, marking a sig-
nificant step forward (Androjna et al., 2020)).

3. Methodology.

Figure 2: Research Design.

Source: Authors.

This study used a method that developed gradually over
time, starting with qualitative research and moving on to quan-
titative research. Primary and secondary data were the two
groups into which the data collection for this study was sep-
arated. In order to gather preliminary data, experts -precisely,

Ship Masters and Harbour Master officers- were surveyed and
interviewed. Experts were given questionnaires to complete
based on a variety of secondary data sources during the re-
search, which was carried out inside the second fleet. As Shak-
eri and Khalilzadeh (2020) suggested, the optimal number of
experts should be anything from six to twenty-five, based on the
average consistency and correlation of their answers or view-
points. More specialists were expected to get involved in im-
proving the accuracy of the data utilized in the study. Twelve
preselected experts in the study were interviewed, and data were
gathered using questionnaires. For data analysis, the researchers
used the Delphi-ISM (Interpretive Structural Modelling) method.
To identify the variables influencing cyber risks in digital navi-
gation in the context of military operations other than war (MO-
OTW), researchers used the Delphi technique. The elements
contributing to cyber dangers in digital navigation were de-
termined by means of questionnaires and interviews that em-
ployed the Delphi technique. The Content Validity Index was
then used to assess these factors (CVI). After identifying the
elements of cyber danger, researchers used the interpretative
structural modeling (ISM) method to try to understand how
these variables interacted with one another in the context of dig-
ital navigation.

3.1. Conceptual Framework.

Figure 3: Conceptual Framework.

Source: Authors.
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In order to determine the variables impacting cyber threats
in digital navigation for military operations other than war (MOOTW),
the researcher employed the Delphi technique. The parameters
influencing cyber dangers in digital navigation were ascertained
with the assistance of the insights obtained from questionnaires
and interviews carried out using the Delphi method. These
factors were further examined via the Content Validity Index
(CVI).

Having identified the variables linked to cyber dangers, the
researchers set out to determine how these variables related to
cyber hazards interacted with digital navigation. The method
of Interpretive Structural Modelling (ISM) was employed to ac-
complish this.

3.2. Delphi.

With the Delphi method, a group of experts participates in a
decision-making process without physically meeting and with-
out disclosing their names to one another. This tactic aims to
lessen the possibility of biased opinions and prevent any expert
from taking center stage (Al-Jawhar and Rezouki, 2012). It rec-
ognizes that experts may hold different views because of their
particular backgrounds, viewpoints, or analyses of the available
data. As such, reaching a consensus via the Delphi technique
does not always validate the validity or accuracy of the results.
Instead, it represents consensus among the concerned profes-
sionals (Grossard et al., 2023).

As outlined by Pfeiffer in Karakikes and Nathanail, (2020),
There are three primary phases to the Delphi technique:

a. The first questionnaire sought predictions, recommenda-
tions, and views (based on judgment or experience) from the
panel of experts.

b. In the second round, each expert panelist received a sum-
mary of the first questionnaire’s results so they could review
their first assessment of the questionnaire using the predeter-
mined criteria.

c. The questionnaire was returned in the third round along
with details regarding the panelists’ evaluation and the consen-
sus outcomes. Once more, the panelists were invited to clarify
their statements or provide justification for any disagreements
with the consensus. The Delphi technique was employed in this
study to determine the variables associated with cyber hazards
in digital navigation. Up to three rounds of factor identification
were conducted using the Delphi approach.

3.3. Content Validity Index (CVI).

For this study, the information on the research topic was
gathered through written questions and in-depth interviews. In-
formants used Google Forms to answer these questions, mak-
ing it possible to analyze their responses later. Targeting par-
ticular sources, data was gathered from mid-September 2023
until February 2024. The questionnaire items were validated
using the Content Validation Index (CVI) technique in accor-
dance with the methodology prior to distribution proposed by
Shrotryia and Dhanda, (2019).

Calculations using statistical metrics like the mean and stan-
dard deviation were made to evaluate how well expert opinions

converged throughout the Delphi rounds. Each research objec-
tive’s importance was assessed separately by a panel of spe-
cialists using a 5-point Likert scale. The main instruments for
evaluating content validity were the scale-level average content
validity index (S-CVI/Ave) and the item-level content validity
index (I-CVI). To be deemed acceptable, an S-CVI/Ave must be
more than 0.90. Furthermore, the requirements for I-CVI differ
according to the size of the panel: panels with ≤5 experts must
have an I-CVI of 1.00, whereas panels with more than 5 experts
must have an I-CVI of ≥0.78. When a question receives a mean
score of more than 4 in expert assessments and more than 51%
of experts give it a score of 4 or higher, it is considered to be
in consensus and is therefore considered an essential part of the
study (Alfiani and Akbar, 2020).

3.4. ISM.

The methodology known as Interpretive Structural Mod-
elling (ISM) is an interactive learning process that aims to me-
thodically arrange discrete but connected pieces into a compre-
hensive and systematic model. This approach is essential for
clarifying the connections between the many parts of intricate
ISM systems. By using their combined knowledge, an expert
group is entrusted with using this method to ascertain the ex-
istence and type of correlations between variables (Pujotomo,
Sriyanto and Widyawati, 2017). In order to create contextual
linkages between variables, ISM urges researchers to include
expert opinions obtained from different management strategies,
such as brainstorming and the nominal group technique.

Building a Structural Self-Interaction Matrix (SSIM) is the
first stage in implementing the ISM technique. In order to de-
termine the interrelationships among elements—more particu-
larly, how these factors influence one another—questionnaires
and brainstorming sessions with respondents are used to col-
lect the data needed to calculate the SSIM. Professionals from
academia and industry are involved in identifying the contex-
tual connections among these variables.

After the SSIM is constructed, it is converted into a reacha-
bility matrix. In this conversion, the reachability matrix’s four
SSIM symbols—V, A, X, or O—are swapped out for binary val-
ues (1 or 0). This matrix’s element classification is based on the
Structural Self Matrix (SSM), which makes use of the VAXO
system. The VAXO system is defined as follows:

• V if ei j = 1 and e ji = 0.

• X if eij = 1 and eji = 1.

• A if eij = 0 and eji = 1.

• if eij = 0 and eji = 0.

A value of 1 indicates that there is a contextual relation-
ship (or lack thereof) between the itch and the j-th items. The
original reachability matrix becomes the final reachability ma-
trix by utilizing the transitivity principle. The driving and re-
liance powers displayed in this final matrix are employed in the
subsequent phase of the study, namely the MICMAC analysis
(Shakeri and Khalilzadeh, 2020).
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Next, a reachability matrix is created using the structural
self-interaction matrix (SSM). The SSM’s V, A, X, and O are
reinterpreted as 1s and 0s, and then the transitivity rule is con-
tinually applied until a stable matrix is obtained. After meet-
ing the transitivity requirements, this stable matrix is exam-
ined to obtain the reachability matrix, which displays the Driver
Power (DP) and Dependence (D). In the final stage, the compo-
nents are divided into four different sectors according to their
driver power and degree of dependence: (1) Independent vari-
ables (Strong driver - Weak Dependent), which are crucial to
the program’s success and have a significant influence within
the system; (2) Dependent variables (Weak driver - Strong De-
pendent), which are greatly influenced by other variables; (3)
Linkage variables (Strong driver - Strong Dependent), which
need to be carefully considered because they may have recipro-
cal effects on the system; and (4) Autonomous variables (Weak
driver - Weak Dependent), which are typically isolated from the
system and show minimal interrelationships (Raut, Narkhede
and Gardas, 2017).

Table 1: Quadrant MICMAC.

Source: Authors.

After the preliminary study, level partitioning is the next
step in the procedure. For every aspect being considered, this
entails creating sets of intersections, antecedents, and reacha-
bility. Level 1 factors in the Interpretive Structural Modelling
(ISM) hierarchy are those that have the same intersection and
reachability sets. The method moves on to the next iteration
after Level 1 elements are found and eliminated from the con-
sideration set.

The next step involves using the reachability matrix to cre-
ate a conical matrix. To complete this assignment, the elements
are arranged in the order decided in the previous phase based
on their hierarchical levels. In the ISM model, the factor with
the highest level is positioned at the top, followed by the factor
with the second level in the second position, and so on, down
to the factor with the lowest level, which is positioned at the
bottom (Pujotomo, Sriyanto and Widyawati, 2017).

After obtaining all required data, the following step is to
create a Directed Graph (Digraph). A structural representation
called a Digraph is made using the Conical Matrix and consists
of nodes connected by lines that indicate the direction of the
links between them. After that, the abstract nodes in this di-
graph are replaced with the actual factors, stated in the form of
sentences, to create an ISM model. The directionality of the ar-
rows in the model depicts the links between the elements. The
ISM model uses a network of lines and nodes to represent the
components and how they are related graphically. To clarify the
relationships between the elements found using the Delphi and

Content Validity Index (CVI) techniques, researchers utilize the
ISM approach.

4. Results.

4.1. Determining the criteria using Delphi .

Figure 4: Research Procedure.

Source: Authors.

This study highlights 19 characteristics of cyber threats in
digital navigation based on expert replies to questionnaires. Us-
ing the Delphi Method, the first step in generating criteria for
cyber hazards was to create a round 1 questionnaire. An anal-
ysis informed this survey’s design of the body of current re-
search.

First round: A Google Form questionnaire outlining the
specifics of the research objectives was given to twelve expert
panels during the first phase of the project. The 19-item Likert-
rated questionnaire, intended to serve as an assessment tool,
took 10 to 15 minutes to complete on average. The Content
Validity Index (CVI) for the items varied from a low of 0.78
to a perfect score of 1, validating all of the instrument items
during this initial evaluation phase. The expert panel suggested
no modifications to the themes or indicators. Seven of the sub-
factors’ items—Unauthorized Access (A1), Hacking (A3), Hi-
jacking (A7), Defacing (A9), Snooping (A12), Malware (A17),
and Cyber Espionage, Sabotage, and Extortion (A19)—were
deleted in response to comments received during the first round
of the Delphi process. As a result, the number of questionnaires
was reduced from 19 to 12.

Second round: Experts were invited to evaluate the re-
maining 12 items’ Content Validity Index (CVI) in a second
round of examination. With an anticipated completion time of
10 to 15 minutes, all items were verified using a 1–5 Likert
scale, as indicated by the Item CVI (I-CVI) range of 0.78 to 1.
Two weeks passed between the first and second rounds. The
collection of questions received an overall Scale CVI (S-CVI)
of 85%, with an acceptable S-CVI of 80% or higher, and an ad-
equate I-CVI of 81%, with a sufficient I-CVI criterion of 78%
or higher. Based on the sub-criteria, four things were elimi-
nated in this round: crackers (A18), deliberate spread of viruses
(A2), sniffing (A15), spoofing (A16), and sniffing (A15). Con-
sequently, the second round ended with the number of things
being reduced from 12 to 8.

Third round: The instrument was reformulated, and after a
third evaluation session that took 10 to 15 minutes to complete,
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it was determined to have final validity. This round produced
an overall Scale Content Validity Index (S-CVI) of 87%, with
the Item Content Validity Index (I-CVI) reaching 1 for nearly
all items, suggesting a 100% agreement rate among the experts.
The instrument’s overall validity assessment is complete with
this I-CVI, which is rated as very excellent. After using the
Delphi technique to conduct research, eight sub-criteria were
shown to be important in key factor of cyber threat.

Following the identification of the components, the Content
Validity Index (CVI) was used to perform content index vali-
dation, which assessed how relevant the content requirements
were to the anticipated goals.

Table 2: Results of the content validation index of the question-
naire.

Source: Authors.

Twelve experts evaluated a first set of nineteen criteria in the
first round of the procedure, based on the guidelines for Content
Validity Index (CVI) values listed in Table 2. The number of
validated criteria was reduced to eight after three rounds of the
Delphi technique and content index validation were completed,
producing pertinent and supported findings. Table 3. Cyber
Threat Factors in Digital Navigation.

4.2. ISM Analysis.

In this part, we address cyber hazards in digital navigation
using the ISM methodology. In order to build contextual links
between the issues under examination, ISM methods rely on ex-
pert opinions obtained through a variety of management-related
idea-generating practices (e.g., brainstorming, nominal group
approaches). The ISM method’s steps are as follows:

Table 3: Cyber Threat Factors in Digital Navigation.

Source: Authors.

4.2.1. Structural Self-Interaction Matrix (SSIM).
The Delphi approach was used to identify cyber threat con-

cerns in digital navigation during the previous phase. At this
point, researchers use the ISM analysis method to clarify the
connections between various dangers that have been found. In
order to establish a contextual relationship, the relationship be-
tween two challenges and the path that goes along with them
is examined in order to analyze the variables. Then, a hypothe-
sis regarding the contextual relationship between the challenges
that have been identified is made using the idea that one chal-
lenge leads to another challenge. The experts were required to
use four alphabetical codes in an 8 × 8 SSIM to complete pair-
wise contextual linkages between difficulties. In light of this,
the relationships between challenges (i and j) have been rep-
resented by the following symbols (V, A, X, and O): V: Chal-
lenges i facilitate or influence challenges j.

A: Challenges j enable/impact on challenges i.
X: Challenges i and j are mutually interdependent (i.e., ei-

ther will enable or influence the other).
O: No relationship between challenges i and j.

Table 4: Structural Self-Interaction Matrix (SSIM).

Source: Authors.



B.A. Firmanto et al. / Journal of Maritime Research Vol XXI. No. III (2024) 209–218 215

4.2.2. Reachability Matrix.
To create an ”Initial reachability matrix (IRM),” the sym-

bols ”V, A, X, O” are converted into binary elements (i.e., 1, 0).
The following rules are used to create the initial reachability
matrix, which is displayed in Table 4:

i. If the SSIM matrix’s cell of (i, j) contains the symbol of
V, the value of that cell will increase to 1 in the IRM,
and the corresponding cell (j, i) will be replaced with the
value ”0.”

ii. The value of cell (i, j) in the SSIM matrix will become 0,
and the corresponding cell (j, i) will be replaced with the
value ”1” in the IRM if the symbol of A is displayed in
that cell.

iii. In the IRM, the value of cell (i, j) will become 1, and the
corresponding cell (j, i) is replaced with the value ”1” if
the symbol of X is displayed in the cell of (i, j) in the
SSIM matrix.

iv. If the SSIM matrix’s cell of (i, j) contains the symbol O,
the value of that cell will drop to 0 in the IRM, and the
associated cell (j, i) will be substituted with the value ”0.”

Next, the IRM’s transitivity criteria are incorporated to cre-
ate the ”Final reachability matrix (FRM).” According to the
transitivity criteria, factor X inevitably impacts factor Z if it
influences factor Y and factor Z is affected by factor Y.

Table 5: Final Reachability Matrix from Key Factors of Cyber
Threat.

Source: Authors.

4.2.3. Level Partitions.
The hierarchy graph is formed by dividing the ultimate reach-

ability matrix into different levels. Each problem is divided into
three sets: the intersection set, antecedent set, and reachabil-
ity set. The reachability set of each job consists of the task
itself and any additional challenges it may provoke. It is de-
fined as the set of entries in a particular row that includes the
number 1. The antecedent set contains components with a value
of 1 in a specific column, together with the challenge and any
other challenges that may aid in its accomplishment. If both the
reachability and intersection sets are comparable, the top-level
barriers of the ISM model at level 1 are removed from the table
for the next iteration set. Each assignment is awarded a level
incrementally until the final challenge is determined. Table 6
provides a detailed breakdown of the level divisions for eight
items over four levels.

Table 6: The intersection of reachability and antecedent sets
and presentation of the levels.

Source: Authors.

4.2.4. Building an ISM Model.

Figure 5: Hierarchical diagram of Cyber threats in digital navi-
gation.

Source: Authors.

The hierarchical framework is generated as an ISM model
by using the inputs from the final reachability matrix based on
the partition level. An arrow from variable i to variable j, or
vice versa, indicates the relationship between the two variables.
Once the indirect linkages are removed, a definitive ISM model
is generated. Specialists analyzed the ISM model for concep-
tual inaccuracies. Figure 6 illustrates the most effective digraph
for implementing blockchain in a secure supply chain without
any conceptual contradictions. The paradigm begins with Level
I tasks at the top, followed by Level II problems in the second
position, and so forth. Finally, the ISM hierarchy commences
with Level VI jobs. We create the hierarchical structural model
shown in Figure 5 using the division levels stated before. The
elements in this diagram are organized hierarchically from level
11 to level 4.

Factors at higher levels are influenced by factors at lower
levels. Factors with significant reliance power tend to have
higher levels, whereas factors with strong driving powers usu-
ally have lower levels.
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4.2.5. MICMAC Analysis.

Figure 6: MICMAC matrix.

Source: Authors.

A MICMAC, or ”Matrice d’Impacts Croisé Multiplication
Appliquée à un Classement,” helps to understand how different
blockchain adoption difficulties relate to one another in a supply
chain that is cyber-secure. The driving and reliance power of
the variables is examined using the MICMAC analysis, which
divides the data into four groups (Etemadi, Gelder and Strozzi,
2021).

Driving variables are often represented on the y-axis, whereas
dependency variables are plotted on the x-axis, as Figure 6 illus-
trates. The variables with weak dependence and driving capaci-
ties are shown in the first category. The fact that these variables
have been grouped as ”autonomous or excluded variables” in-
dicates that none of them are consistent with the system. Since
there isn’t a single variable found in this category, there is a high
degree of mutual influence between all the variables. The ”de-
pendent variables” that make up the second category are mea-
surements with strong dependency and weak driving. In the
ISM hierarchy model, the dependent variables are located at
the highest levels. ”Military Operations Other Than War” is a
dependent variable in this study. The third group, referred to
as ”linkage or rely variables,” is highly dependent on other fac-
tors and can drive them; any action taken on them will have a
cascading effect on other variables.

The third cluster of connection includes the following in our
case: ”level of cyber threats,” ”installation of navigation tools,”
”IT system threats,” ”signal manipulation,” ”internal threats,”
”firewalls,” and ”misuse of AIS and position data.” Addressing
one of these issues will have an impact on the others. ”Driv-
ing factors” are associated with good driving abilities and weak
reliance.

5. Discussion.

An integrated method was used to create the study’s final
model of cyber danger elements in digital navigation (in three
rounds of Delphi and ISM). Experts agree on two prominent se-
lection indices, which served as the foundation for this model’s
construction. In order to determine the parameters for analyz-
ing data from expert-approved Delphi methodologies and qual-
itative interviews, this study used open and axial coding anal-
ysis. A total of eighteen criteria were selected to warrant ad-
ditional study. The expert panel looked over the results of the
MICMAC approach as well as the interpretive structural model
in order to minimize inaccuracies. The specialists were happy
that it could take into account potential elements connected to
the current situation. A structural discussion based on the fac-
torization levels found in the ISM model is used to present the
results.

In order to identify and model cyber danger aspects in dig-
ital navigation, the ISM technique is applied. There are four
stages in the model. Figure 5 shows that level 1 dangers include
internal threats (A3), firewalls (A4), and misuse of position data
and AIS (A6). As linkage variables, these three elements in the
MICMAC analysis exhibit a high degree of reliance and driv-
ing forces. An internal threat poses a risk to an organization
since some plot to undermine established plans. In the upcom-
ing years, companies plan to increase their expenditure against
insider attacks (Gheyas and Abdallah, 2016). Systems or de-
vices known as firewalls permit network traffic that is consid-
ered secure to get through while blocking unsecured network
traffic (I. Nengah Putra et al., 2023). Therefore, analyzing fire-
wall platforms and how they affect network performance is cru-
cial to determining how successful network security is. AIS is
now a standard piece of navigational equipment on all ships.
Nevertheless, the security of this equipment is lacking, making
it susceptible to issues and assaults, including disinformation,
data corruption, and data spoofing (Zhang et al., 2006).

Figure 5 illustrates the lowest levels of cyber threat (A2)
and military operations other than war (A1). On the other hand,
the MICMAC displays variables with a small driving force but
significant dependence on different factors. In military oper-
ations other than war, unauthorized personnel use cyberspace
to obtain general and detailed information about a target at the
government’s request (Nindy et al., 2002). The degree of pro-
tection against cyber threats is known as the cyber threat level.
Cyber dangers might be more prone to vulnerability, and the
level of cyber threats might be higher (I. Nengah Putra et al.,
2023).

The MICMAC analysis displays three significant types of
variables, along with their relative importance, based on the in-
terdependencies and motivating factors of each variable. The
first cluster to be autonomous is the autonomous cluster. These
variables have little effect on the system as a whole because
of their low reliance and driving force. There aren’t any au-
tonomous variables in this study. This study so demonstrates
the significance of all the variables.

Dependence cluster: variables with a substantial dependence
but a weak driving force. The cyber threat level (A2) and mili-
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tary actions other than war (A1) are dependent elements in this
study.

Linkage Cluster: a cluster of variables with high ”strength
of dependence” and ”strong driving force” that is considered
”linkage” in nature. This means that any action taken on one
variable will have an impact on other variables and have a feed-
back effect on the original variables. The factor is unstable as a
result. Internal threats (A3), firewalls (A4), misuse installation
of navigation tools (A5), AIS and location data (A6), signal ma-
nipulation (A7), and IT system threats (A8) are the six factors
in Linkage clusters that are examined in this study.

High driving power and low dependency variables are crit-
ical to the independence cluster and are categorized as crisis
factors. There aren’t any independent factors in this study. This
study so demonstrates the significance of all the variables.

5.1. Implications.

This section includes two parts: theoretical implications of
cyber risks for digital navigation and consequences for manage-
rial practice.

Theoretical. This study can address the academic and sci-
entific gap by offering a thorough understanding of the driving
forces behind cyber dangers in digital navigation. This study
demonstrates that Military Operations other than war and cyber
threat levels are now the primary factors influencing cyber risks
in digital navigation. Cyber dangers impact digital navigation
and operational success.

A hierarchical model of the identified factors was created
utilizing the ISM technique. This model illustrates the hierar-
chy and connections among the components discovered in cy-
ber risks. The ISM technique categorizes these components in
a hierarchy and identifies 8 categories. The connections among
the 8 elements are also explained. The results demonstrate that
all parameters are interconnected, suggesting their significance.
We use ISM to gain fresh insights into the relationships between
factors. We present this as a crucial inference for understanding
cyber. Another important implication is understanding linkages
between variables and how these interactions are manifested in
their dependencies and driving forces, as well as in relation to
other variables. This research does not delve into the detailed
correlations among various driving elements and their inter-
actions. Subsequent studies could investigate the correlations
among certain influencing elements.

Managerial/Practical Implication. This study can assist
practitioners and decision-makers in comprehending and iden-
tifying novel techniques that can be implemented. This research
offers a well-structured conceptual model to investigate cyber
risks among policy stakeholders in defense capabilities devel-
opment, contributing fresh perspectives to the existing litera-
ture. This framework provides a thorough comprehension of
cyber threat elements that can impact the effectiveness of oper-
ations.

Secondly, this model will assist the government in identi-
fying potential dangers that could impact the transportation of
commercial vessels. The government can devise a strategy to
address the issue and offer cyber training to commercial ship

crews. These will aid politicians and educational institutions in
exploring alternative avenues beyond the military using a sys-
tematic approach. This research will enhance understanding of
cyber issues, particularly in the Indonesian maritime domain.

Conclusions.

Research on cyber risks to digital navigation is a delicate
field because of navigation’s crucial role in operational secu-
rity and its typically secret nature. The rapid technological im-
provements, especially in the cyber sector, need a review of the
suitability of present defense systems to address the range of
cyber threats. Studying potential cyber dangers in maritime
navigation and other military platforms like tanks and fighter
jets is an essential and legitimate subject of scientific research
for the military, marine, and maritime sciences. This study uti-
lizes the Delphi approach to collect expert opinions on factors
influencing cyber risks. Then, it applies the Interpretive Struc-
tural Modeling (ISM) method to analyze the correlations among
these elements. The research emphasizes that Military Opera-
tions Other Than War (MOOTW) and the current level of cyber
threats in Indonesia are crucial factors that can increase the risk
of cyber threats to the navigation systems of Indonesian Navy
Vessels. Level III factors include the installation of navigation
equipment on vessels (A5) and risks to IT systems (A8). Level
II identifies signal manipulation in vessels (A7) as a potential
concern. Level I encompasses internal threats (A3), firewall
vulnerabilities (A4), and the misuse of AIS and position data,
which are controlled but significant in the cyber threat land-
scape.

This study provides insights on how to analyze cyber threats
in the Indonesian Navy’s defense equipment sector, consider-
ing the growing technological complexity and variety of new
threats. It intends to assist stakeholders in assessing and con-
structing a framework for marine cyber threats that could affect
operational success. It also functions as an initial stage in devel-
oping policy initiatives by implementing suggested solutions.

Limitations and future research.

Nevertheless, the research is subject to various constraints.
Initially, it assesses cyber threats to digital navigation in Indone-
sian maritime areas without creating a risk analysis model for
these threats. Future studies could further investigate this by
using the same methods to examine various criteria and options
for risk assessment.

Secondly, our analysis is exploratory because we utilized
the Delphi approach. Future research could use questionnaire-
based surveys and gather data from more stakeholders to inves-
tigate potential cyber-related hazards.

This research does not explore techniques to mitigate dan-
gers and minimize the impact of cyber threats, nor does it evalu-
ate the seriousness of cyber threats to prioritize them. These re-
gions present a rich ground for additional research, which could
lead to a more thorough comprehension and control of cyber
dangers in the maritime sector.
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